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ABSTRACT   

Unified Power System (UPS) is an important critical infrastructure in Kazakhstan. Post-Soviet old designs, 

cyberattacks, natural disasters, and peak operational loads are the key risk factors. To ensure a good economic 

resilience and national security these structures have to be stable under extreme stress conditions. Therefore, 

the main objective of this paper is to use Monte Carlo simulations to evaluate the stability of Kazakhstan's 

smart grid infrastructure, under high-load scenarios. Seven scenarios were chosen in this work. These 

included a baseline case and two mitigation scenarios (capacity upgrade and demand management). In 

addition, four stress scenarios were analyzed including winter peaks, cyber-attack, renewable energy 

integration, and simultaneous transmission component outages. The system failure is defined as the 

occurrence of load demand exceeding allowable capacity limits. Results revealed the failure probability of 

the capacity upgrade scenario to be the lowest (1.5%) and the highest for cyber-attacks and simultaneous 

component outages scenarios (16.9%). The present research paper showed that probabilistic simulations can 

be used effectively to quantify the vulnerabilities in Kazakhstan's UPS. 

Keywords: 
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1. Introduction 

Critical infrastructures are large and complex systems made of many interconnected parts or smaller subsystems 

that work together. These infrastructures are called critical because their failure can lead to severe consequences. 

They provide essential services which society and economy rely on consistently. Transportation services, energy 

sector, water supply, public health, communication, and defense, are all considered as critical infrastructures. 

They face increasing threats in recent years such as, natural disasters, technical failures or cyberattacks. One 

can recall one of the examples of natural disasters “the 2021 Texas Power Crisis” where it exposed how 

vulnerable these infrastructures are to these sudden events [1]. Research has been mainly focusing on the causes 

and the way that these systems fail as well as their consequences. Many approaches and challenges have risen 

when addressing the protection of the critical structures. Marrone et al. [2] have made a system-level-approach 

where they proposed dealing with the structure entirely rather than isolated parts or subsystems. From a 

methodological point of view, Zio [3] pointed out on the dynamic nature of these systems and their variation 

over time, they also emphasized on the complexity of the components interaction. 

In the Republic of Kazakhstan, the economy has maintained a remarkable steady, upward track since 

independence. Yet, it is still considered as a poor growth. The main cause is related to the old infrastructures of 

Soviet Union pipelines, which limits oil exportations [4]. In field of information technology, despite several 
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efforts in technological innovations (Like Enegix's 180 MW Data Center) [5], its digital and information 

infrastructures remain vulnerable. K. Azanbay [6] analyzed the main success and failure factors in the 

information security of Kazakhstan’s republic. They showed that the key stresses include underdeveloped 

technical infrastructure, limited domestic electronics production, dependence on external technologies, and 

growing cybersecurity threats.  

In the defense sector, Kazakhstan defense infrastructure show potential vulnerability when subjected to 

operational and technological stress. The main causes are the outdated production facilities and reliance on 

foreign technologies. Besides, the system was designed as a part of the Soviet union which lost critical supply 

chains after independence. Different studies have shown how logistical constraints weaken defense-related 

infrastructures when exposed to sustained disruption. Under complex or high pressure conditions project 

management, coordination and organizational structures failures reduce the adaptability of defense enterprises 

[7]. Defense sector also relies on other critical infrastructures like public infrastructures, as an example, Chung 

et al. [8] have proposed a methodology of quantifying the resilience of highways and railways in the US and 

shown how they affect directly the defense and military supply chains.  

Smart grid system is also considered as a critical infrastructure which several sectors rely on its good operational 

capacity. In the republic of Kazakhstan, the integration of advanced digital technologies to manage electricity 

distribution have raised vulnerability to overloads and cyberattacks [9]. Due to a larger cyber-physical attack 

surface and increased reliance on automated control systems. Like the integration of renewable energy sources 

under the digital Kazakhstan program have amplified the risks of instability especially during peak demands 

[10]. It is well known that renewable energy sources are intermittent and present a limited dispatchability when 

demands exceeds available capacity. Several studies have shown that disruptions in smart grids can directly 

cascade to other areas such as defense and public services [11]. Thus, enhancing smart grid resilience is critical 

for ensuring other infrastructures stability. 

To the best of our knowledge, simulation based national methodologies for assessing the stability and resilience 

of critical infrastructures in the Republic of Kazakhstan have not been identified in published or publicly 

available sources. Current research works do not integrate simulation techniques to limit and anticipate 

cascading failures or evaluate a system behavior under extreme conditions. Consequently, a significant research 

gap remains. Up to our knowledge, to date, no research has applied simulation approach to analyze Kazakhstani 

critical infrastructures under peak-load or high stress scenarios. 

The impetus of this study is to develop a simulation-based approach exerting Monte Carlo simulation to evaluate 

the stability of Kazakhstan’s smart grid energy infrastructure. Therefore, this study has used seven different 

scenarios, including baseline operations, capacity upgrades, and cyber-attack contingencies, the research 

focuses on key metrics such as stability indices and failure probabilities. 

1.1. Literature review 

Critical infrastructures’ resilience received growing interest among researchers worldwide. The rise of 

cyberattacks, natural disasters, or intensive operational stresses has been the alarming call that pushed 

researchers to investigate resilience metrics and mitigation strategies [12]. Smart grids are among the most 

sensitive infrastructures to cascading failures. One disruption in a subsystem causes the entire network to fail. 

Their failure can simultaneously affect other sectors such as defense [13], healthcare [14], transportation, and 

economy [15]. Several studies have addressed the resilience through quantifiable metrics and scenario analysis. 

They showed that dynamic assessments, which account for time-dependent system behavior and operating 

conditions that evolve over time, provide insights beyond those offered by static reliability indices [16]–[18]. 

Ibne Hossain et al. [19] have developed a probabilistic graphical model (Bayesian network-based approach) to 

quantify the potential cyber risks on smart grid networks. They used various scenarios to identify the critical 

variables that enhances the cyber resilience of a smart grid system. Other approaches have been studied for the 
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cybersecurity of a smart grid systems including cryptography [20], graph theory [21], intrusion detection system 

[22], firewall system [23], etc… 

Smart grid resilience with studies contrasting qualitative frameworks (conceptual frameworks,) and quantitative 

metrics (simulations) to evaluate system behavior under adverse conditions have been addressed. For example, 

Das et al. [24] provided a comprehensive review of resilience methods used to enhance real-world smart grids. 

They addressed the importance of using big data analysis frameworks of a smart grid simulator in order to better 

quantify its resilience. 

Monte Carlo simulation is a simulation tool used for probabilistic assessment of a smart grid resilience. It’s 

principle consists of using thousands of random scenarios to help identify the key vulnerable points.  Smart grid 

resilience has been shown to be highly related to component failures, cyber intrusions, extreme weather, and 

load fluctuations [25]. In addition, several other studies have shown that Monte Carlo-based frameworks are 

suitable for evaluating smart grid performance under peak loads [25]–[27]. These simulations can also be 

applied for quantitative metrics. Narayan et al. have applied this method to derive resilience probability 

measures based on state transitions of Information and Communication Technology (ICT)-enabled grid services 

[28]. While Younesi et al. [29] have used it to evaluate resilience under extreme natural events in microgrid 

systems. The method is tested on standard power system models using many simulated disaster scenarios. This 

simulation method was successfully used to compute the resilience indicators and support decision-making for 

system planning and upgrades.  

Multi-criteria decision-making methods, such as the Analytic Hierarchy Process (AHP), are frequently used to 

prioritize vulnerabilities and protection strategies [30]. However, AHP-based studies are often qualitative or 

semi-quantitative and are rarely combined with dynamic simulation.  

To better capture cascading failures and interdependencies between power, communication, and control layers, 

several research works have used hybrid resilience models [31]–[33]. These models combine probabilistic 

simulation, graph theory, and cyber-physical modeling. However, despite their methodological sophistication 

these models remain largely theoretical.  

Even though such amount of literature works has addressed quantitative and qualitative modeling on smart 

grids. In Kazakhstan, up to our knowledge, no peer-reviewed research has applied advanced simulation tools 

on smart grid infrastructure stability in the context of Kazakhstan’s technological conditions. This lack of simple 

quantitative-based scenario tools hinders the ability of decision-makers to anticipate whether planned large-

scale projects will perform successfully under stress conditions. 

This justifies the urgent need for the present study, which seeks to develop an integrated simulation-based 

framework (using Monte Carlo method) to assess the vulnerability and stability of Kazakhstan’s smart grid 

energy infrastructure under multi-factor stress scenarios. 

2. Methodology  

2.1. Object of study and data sources 

This study has taken a national-level critical energy infrastructure in Kazakhstan, the “Unified Power System 

(UPS), operated by Kazakhstan Electricity Grid Operating Company (KEGOC), situated in Astana, 

Kazakhstan”. The UPS has 144 power plants and 220-1150 kV transmission lines. The energy networks supply 

electricity to approximately 19 million habitants across 19 administrative regions.  

The choice of this facility has been driven mainly because it has: 

- The highest economic impact (71.6 TWh production, period from January to august 2025). 

- Already shown overload vulnerabilities (as was the case for power outage in Almaty, June 19th [34]). 

- Publicly available technical data. 

The data used in this study are from publicly available sources, Table 1 shows each source and specifies which 

data it provides. 
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Table 1. Data sources and their role in the Monte Carlo simulation model. 

Source Data used Role in simulation Reference 

stat.gov.kz 

https://stat.gov.kz/e

n/industries/busines

s-statistics/stat-

electric-power/stat-

electric-power-

2025/  

Electricity production 

statistics (1150 MW 

Almaty average load 

2025) 

Input for Monte Carlo load 

generator 

[35] 

kegoc.kz 

https://ar2023.kego

c.kz/en/download/st

ructure-of-the-

company  

UPS Development Plan 

2023-2032  

(1400 MW plant 

capacities, 2.8 GW RES) 

Defines system capacity limits 

[36] 

SNiP RK 3.02-12-

2003 

https://prg.kz/docu

ment/?doc_id=3137

4795&pos=3;67  

Electrical Installation 

Rules  

(110% overload limit) 

Sets failure threshold 

[37] 

gov.kz / Ministry of 

Energy 

https://gov.kz/meml

eket/entities/energy

?lang=en  

Reliability indicators 

(SAIDI 118.4 min/yr) 
Validation benchmark 

[38] 

 

2.2. Research design 

In the present paper, a non-sequential Monte Carlo simulation was used to estimate the probabilistic reliability 

performance of the UPS under normal load distributions. The number of iterations were set to be 104 iteration. 

Various scenarios have been chosen (Baseline, Capacity upgrade, Demand management, winter peak, cyber-

attack, Renewable Energy Sources (RES) integration, and the simultaneous loss of two critical system 

components “N-2 Contingency”), as shown in Table 2. 

Table 2. Data sources and their role in the Monte Carlo simulation model. 

Scenario Parameters  Sources Reference 

S1: Baseline (1st 

scenario) 

μ= 1150 MW, σ= 250 

MW, CMAX= 140 MW 
stat.gov.kz Almaty 2025 loads 

[35] 

 S2: Capacity 

upgrade (2nd 

scenario) 

CMAX= 1540 MW 

(+10%) 

KEGOC Development Plan 

2023-2032 

[36] 

S3: Demand 

management (3rd 

scenario) 

μ= 1030 MW (− 10%) 
Kazakh energy efficiency 

programs 

[37] 

S4: Winter peak (4th 

scenario) 
σ= 375 MW (+50%) 

Kazakh climate extremes 

(stat.gov.kz seasonal) 

[38] 

S5: Cyber-attack 

(5th scenario) 
μ= 1300 MW (+ 13%) 

KEGOC cybersecurity reports 

2025 

[36] 

S6: RES integration 

(6th scenario) 
σ= 350 MW 

KEGOC 2.8GW renewable 

target 

[36] 

S7: N-2 

Contingency (7th 

scenario) 

μ= 1300 MW (double 

failure) 

Engineering N-2 standard 

(KEGOC) 

[36] 

https://stat.gov.kz/en/industries/business-statistics/stat-electric-power/stat-electric-power-2025/
https://stat.gov.kz/en/industries/business-statistics/stat-electric-power/stat-electric-power-2025/
https://stat.gov.kz/en/industries/business-statistics/stat-electric-power/stat-electric-power-2025/
https://stat.gov.kz/en/industries/business-statistics/stat-electric-power/stat-electric-power-2025/
https://stat.gov.kz/en/industries/business-statistics/stat-electric-power/stat-electric-power-2025/
https://stat.gov.kz/en/industries/business-statistics/stat-electric-power/stat-electric-power-2025/
https://ar2023.kegoc.kz/en/download/structure-of-the-company
https://ar2023.kegoc.kz/en/download/structure-of-the-company
https://ar2023.kegoc.kz/en/download/structure-of-the-company
https://ar2023.kegoc.kz/en/download/structure-of-the-company
https://prg.kz/document/?doc_id=31374795&pos=3;67
https://prg.kz/document/?doc_id=31374795&pos=3;67
https://prg.kz/document/?doc_id=31374795&pos=3;67
https://gov.kz/memleket/entities/energy?lang=en
https://gov.kz/memleket/entities/energy?lang=en
https://gov.kz/memleket/entities/energy?lang=en
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Load demand (denoted as: Dt) was modeled as a normal distribution 𝒩 (μ=1150 MW, σ=250 MW) and is 

calculated using the following: 

𝐷𝑡~𝒩(μ𝑡 , σ𝑡)                                                              (1) 

Where: μ is the mean winter peak demand for Almaty UPS, and σ=250 MW. 

The maximum generation capacity of the system is 𝐶MAX. This parameter represents the upper limit of the 

system’s capability to supply electricity. It is used to evaluate potential overloads. In the simulations, load 

demand is assumed to be constrained by 𝐶MAX to ensure realistic operating conditions where: Dt ≤ CMAX. 

The system failure is the overload event where the system demand exceeds the allowable operational capacity. 

The overload threshold is set to 110% of the nominal system capacity, based on national electrical regulations. 

The failure condition for each one is represented using an indicator function:  

𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑖 {
1, 𝐿𝑖 > 1.1 × 𝐶𝑀𝐴𝑋

0, 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
                                                                 (2) 

The performance indicator is the probability of failure. It quantifies the likelihood of system overload under 

each operating scenario. It is estimated as the sample mean of the indicator function. The probability of failure 

is calculated by: 

𝑃𝑓 =
1

𝑁
∑ 𝐹𝑎𝑖𝑙𝑢𝑟𝑒𝑖

𝑁
𝑖=1                                                                   (3) 

Where N is the total number of iterations. 

To ensure analytical rigor we have chosen seven scenario-specific assumptions. As shown in Table 2, the choice 

was based on publicly available data on Kazakhstan’s energy infrastructure. Based on the reports of Almaty 

consumption patterns in 2025 (from stat.gov.kz), the baseline scenario was set. It assumes a normal load of 

μ=1150 MW and σ=250 MW. The capacity upgrade scenario was chosen as the second scenario, reflecting 

CMAX=1540 MW (+10%), (KEGOC's Development Plan 2023-2032 for grid expansion). The third scenario 

chosen is demand management, it reduces mean load to μ=1030 MW (−10%). Winter peak scenario, which has 

been taken from the climate load profiles data [38]. The data include winter peak volatility to be increased to 

σ=375 MW (+50%), as summarized in Table 2. The cyber-attack scenario models a demand peak to μ=1300 

MW (+13%), taken from the available data in “KEGOC cybersecurity reports 2025”, control system disruptions 

[36]. It must be noted that, both S4 and S5 reflect the smart grid’s infrastructure under high demand (high load) 

condition. Finally, the sixth and seventh scenarios representing RES integration and N-2 contingency scenarios, 

respectively, were taken from “KEGOC's engineering reliability standards for transmission security”. We 

assume elevated volatility of σ=350 MW. And the N-2 contingency scenario sets μ=1300 MW for double-line 

failure.  

2.3. Simulation model structure 

In order to make sure of the results reproducibility of the current research, we adopted a simulation model 

structure represented through block diagrams, scenario tree, and mathematical formulas (Eq. 4-8). The 

following diagram (Figure 1) shows the blocks diagram of the simulation model structure. Input parameters, 

including load characteristics, system capacity (ie. Overload limit), and the number of Monte Carlo iterations, 

are first defined. A scenario is then selected from a predefined set of stress conditions (see Table 2). For each 

scenario, random load samples are generated and compared against the available system capacity. If the events 

exceeds thresholds, data is recorded and the performance indicators are calculated. 
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Figure 1. Monte Carlo simulation flowchart 

Figure 2 shows the scenario tree for the Monte Carlo applied method. It illustrates the Kazakhstan UPS’s stress 

conditions (under the seven different scenarios). As specified in previously in Table 2, these scenarios reflects 

specific modification in relation to the baseline values. Scenarios are applied independently and do not evolve 

over time. 

 

Figure 2. Scenario tree for the Monte Carlo simulation 



 PEN Vol. 14, No. 1, March 2026, pp.213-226 

219 

2.3.1. Mathematical formulations 

System demand is modeled as a stochastic variable. For each Monte Carlo iteration i under a predefined scenario 

s, the system load 𝐿𝑖
(𝑠)

 is sampled from a normal probability distribution: 

𝐿𝑖
(𝑠)

~𝑁(𝜇𝑠 , 𝜎𝑠)                                                                        (4) 

Where μ and s are the scenario-specific mean load and standard deviation, respectively. 

In accordance to the national electrical legislations, the threshold was set to 110% of the nominal capacity. This 

is the failure event, which its indicator is expressed as:  

𝐹𝑖
(𝑠)

= {
1, 𝐿𝑖

(𝑠)
> 1.1𝐶𝑀𝐴𝑋

0,   𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒
                                                                  (5) 

The number of iterations is N corresponding to 104 number of iterations. The primary performance indicator is 

the probability of failure, which quantifies the likelihood of system overload under each scenario. It is calculated 

as: 

𝑃𝑓
(𝑠)

=
1

𝑁
∑ 𝐹𝑖

(𝑠)𝑁
𝑖=1                                                                       (6) 

In addition, the Expected Load Not Supplied (ELNS) is computed to measure the average magnitude of 

overload: 

𝐸𝐿𝑁𝑆(𝑠) =
1

𝑁
∑ max (𝐿𝑖

(𝑠)
− 𝐶𝑀𝐴𝑋, 0)𝑁

𝑖=1                                                     (7) 

A probabilistic downtime indicator is also estimated by scaling the probability of failure over a reference 

operating period: 

𝐷(𝑠) = 𝑃𝑓
(𝑠)

× 𝑇𝑟𝑒𝑓                                                                      (8) 

Where Tref  represents the annual operating duration. 

2.3.2. Model execution: 

The simulation proceeds within each scenario by generating random load values. Failure conditions are 

systematically evaluated and the performance metrics are evaluated. Once the final number of iterations is 

attained, the indicators are aggregated to provide the system reliability under each stress condition. 

Monte Carlo simulations were performed using Python 3.9. The non-sequential simulation framework executed 

10,000 iterations per scenario, with normal distribution parameters and failure events as described in Table 2. 

Computational efficiency was achieved through vectorized operations, with each scenario completing in under 

2 seconds on standard hardware. 

2.4. Validation and sensitivity analysis 

Validation is achieved with established engineering practices and national regulatory standards. The modeling 

criteria were chosen based on publicly available technical documents issued by Kazakhstan’s grid operator 

(KEGOC) and national electrical installation standards (SNIP). SAIDI was used for reliability indicators 

recognition. This validation approach is commonly used in power system reliability studies. 

For the sensitivity analysis, in short, the system is evaluated under modified load and capacity parameters. 

Calibration is done using publicly available empirical data extracted from documentation on Kazakhstan’s 

energy system. Moreover, the overload conditions were derived from national electrical regulations. The 

aforementioned analysis ensures that the inputs reflect realistic operating conditions.  

In this study no human participants nor personal data were used. Therefore, ethical approval is not applicable. 

3. Results  

Figure 3 shows the operational stability index obtained for the seven applied scenarios. The stability index 

values range from 57.4% to 95.9% for all scenarios. The highest stability index of 95.9 was recorded for the 
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demand management scenario (S3). It was followed by the capacity upgrade scenario (S2) having 94.8% 

stability index. The baseline scenario (S1) exhibits a stability index of 84.1%. Lower stability index values are 

observed for the winter peak scenario S4 (71.7%), the renewable energy integration scenario S6 (77.9%), and 

the N-2 contingency scenario S7 (61.3%). The cyber-attack scenario yields the minimum stability index value 

of 57.4%. 

 

Figure 3. Operational stability index (100% − failure probability from Eq. 6), obtained from Monte Carlo 

simulation (10k iterations), under all scenarios. S1-Baseline, S2-Capacity upgrade, S3-Demand management, 

S4-Winter peak, S5-Cyber-attack, S6-Renewable energy integration, S7-N-2 contingency 

The simulated load response distributions for all scenarios are shown in Figure 4. In each panel, the probability 

density of the system load is shown with the corresponding SNiP overload threshold (the red dashed line). For 

the first scenario “The baseline” the load distribution is concentrated between 800 MW and 1500 MW (x-axis) 

along with the SNiP threshold set at 1540 MW. It shows a symmetric distribution with a limited operlap beyond 

the threshold. It suggests a moderate risk under normal operating conditions. In the meanwhile, for the capacity 

upgrade scenario (S2), the SNiP threshold increases to 1694 MW, compared to S1. The third panel illustrating 

the S3 scenario showed a load distribution centered at lower demand levels compared to the baseline. Within 

this scenario it maintained the same SNiP threshold of 1540 MW.  

 
Figure 4. Load response curves by Scenario vs SNiP overload thresholds 
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The winter peak scenario (S4) and cyber-attacks (S5) showed a wider distribution with increased probability 

near the threshold. It showed high uncertainty-driven risk without a significant variation in the mean demand. 

Finally, the S6 and S7 scenarios are showing a distribution shifted toward higher loads with a concentration 

near the SNiP threshold of 1540 MW. 

Figure 5 shows the cumulative distribution functions (CDFs) of simulated system load for all considered 

scenarios (obtained from Monte Carlo simulations). The vertical red dashed line in each panel refer to the SNiP 

overload threshold, which is defined as 1.1 𝐶MAX. 

 
Figure 5. Cumulative distribution functions (P(D_t>1.1 CMAX)) 

The resulting failure probabilities are summarized directly in the figure 5 and Table 3. The corresponding change 

in risk (ΔRisk) is recorded in percentages. The S1 scenario revealed a failure rate of 5.9%, which is used as the 

reference value for all upcoming comparisons. The Highest failure rates were obtained for the other scenarios: 

winter peak (14.9%), cyber-attack (16.9%), renewable energy integration (13.3%), and N-2 contingency 

(16.9%) scenarios. These high-risk scenarios resulted in positive ΔRisk values compared to the baseline (S1).  

Table 3. Risk-level shift matrix (where the ΔRisk is the scenario risk- baseline risk, and pp=percentage points) 

Scenario Fail rate (%) Baseline (%) ΔRisk (pp) 

Baseline (1st scenario) 5.9% 5.9% +0.0pp 

Capacity upgrade (2nd 

scenario) 
1.5% 5.9% −4.5pp 

Demand management (3rd 

scenario) 
2.1% 5.9% −3.9pp 

Winter peak (4th scenario) 14.9% 5.9% +9.0pp 

Cyber-attack (5th scenario) 16.9% 5.9% +10.9pp 

RES integration (6th scenario) 13.3% 5.9% +7.3pp 

N-2 Contingency (7th 

scenario) 
16.9% 5.9% +10.9pp 

Figure 6 summarizes the load distribution statistics for all scenarios, including mean, standard deviation, and 

peak load values. Obviously, the median load is similar between the S1 and the S2 scenario, while the demand 

management (S3) showed the lowest median load. For the other scenarios, the load demands exhibited a large 

interquartile range.  
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Figure 6. Load demand (MW) distribution vs. the corresponding scenario 

4. Discussion 

Based on the aforementioned results, the capacity upgrade scenario corresponded to 76% reduction while 

achieving 94.8% operational stability. These results show that SNiP standards are economically effective for 

normal and N-1 contingency conditions. Although comparable, the demand management achieved similar 

stability of 94.9% with a lower reduction in risk (3.9pp). The simulations on S3 showed a load-shedding 

effectiveness during peak conditions. On the other hand, cyber-attack (S5) and N-2 contingency (S7) scenarios 

increase failure risk by 10.9pp, reaching 16.9%, with stability indices dropping to critically low values of 57.4% 

and 61.3%, respectively.  

Because of high-load demands, the winter peak conditions (S4) revealed an increased risk of +9.0pp. This has 

several causes; cold weather increases mechanical failures and gas pressure drops or frozen coal handling. This 

will result in a fuel supply interruptions meaning reduced generator availability which explains this scenario’s 

failure. 

Renewable energy integration (S6) produces moderate risk (+7.3pp), reflecting increased load variability under 

intermittent generation. In a power system, the net load becomes more variable when a large share of power 

plants production is intermittent. The remaining load that conventional generators must supply becomes more 

volatile, less predictable, and subject to sharper ramps. Thus, the system will show more variability even if the 

demand is unchanged. Overall, our results indicate that cybersecurity, contingency exposure, and extreme 

demand events are the primary vulnerabilities for Almaty UPS operations.  

From a previous report on Eastern European urban UPS reliability, they reported a baseline typically ranges 

from 4–6% [39]. In the current paper, the baseline represents a 5.9% failure probability which fits within this 

range. 

Concerning the cyber-attack scenario, it showed the highest failure probability of 16.9%. In the simulation, it 

means the loss of coordinated control and delayed response observed during cyber-induced disruptions of 

supervisory systems. In the case of the winter peak scenario, it showed a high risk values (+9.0 pp). This could 

be explained by the high demand levels during extreme cold periods. In Kazakhstan, some areas can reach −30 

°C conditions, where it directly affects the power system overall performance. The moderate risk increase 
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observed under renewable energy integration (S6, +7.3 pp) arises from the variability rise in net system load. 

These results are in agreement with prior studies on high-renewable penetration networks [40].  

By synthesizing all the previous results, the Almaty Unified Power System is highly affected by elevated stress 

conditions and low operational efficiency. The highest risks are noted for the cyber-induced disturbances and 

multiple contingency events. In its current state, the network struggles to respond effectively to sudden changes 

to high load stresses. Furthermore, seasonal demand fluctuations worsen this situation.  Our findings suggest 

that the dominant sources of risk are not isolated technical faults, but rather a combined effect of demand 

variability, limited control flexibility, and network redundancy.  

Limitations of the present research include the focus on a single UPS rather than the full Almaty network. In 

addition, the assumptions were made on a static load profile with fixed SNiP thresholds, and the absence of 

real-time control dynamics. Future works should extend Monte Carlo modeling to multi-UPS networks. Also, 

it needs incorporating dynamic reserve margins for real-time operational analysis.  

5. Conclusions 

The operational stability and risk behavior of the Almaty Unified Power System using Monte Carlo simulation 

method was evaluated. Seven different stress and mitigation scenarios were applied. The results show that 

capacity upgrades and demand management scenarios have a reduced failure probability, 1.5% and 2.1%, 

respectively.  They both showed improved operational stability ~95% compared to the baseline. On the other 

hand, cyber-attack and N-2 contingency scenarios produce the highest failure probabilities and the lowest 

stability indices. Winter peak conditions and renewable energy integration scenarios also increase system risk, 

though to a lesser extent. Across all scenarios, quantitative metrics showed large variations in the system 

performance depending on stress type and mitigation strategy.  

Herein, the results offer good predictive model for probability distribution and risk metrics for Kazakhstan’s 

power system operators. Our findings suggest to prioritize the capacity reinforcement and grid hardening as an 

effective measure for reducing operational risks. Our results also emphasize on the need of cybersecurity and 

contingency management as the most vulnerable critical areas.  

Future research should be oriented towards a multi-UPS and interconnected networks. Where incorporating 

dynamic reserve margins and real-time operational data is a must. Future work could also examine higher 

renewable penetration levels and create better protection strategies to improve smart grid’s resilience. 
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