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ABSTRACT

Internet of Things (IoT) is changing the face of modern world by interconnecting billions of devices,
transforming human life and revolutionizing innovation in various domains such as healthcare,
transportation, and smart cities. However, the widespread deployment of IoT applications is dramatically
hindered by the aforementioned remaining challenges, which mostly relate to the security, privacy, and
trustworthiness of data. This work also discusses their limitations including: small computing power, use of
insecure communication protocols, weak authentication, lack of encryption and susceptibility to Distributed
Denial of Services (DDoS) attacks. Blockchains A blockchain is a decentralized, tamper-resistant authority
which exhibits high levels of security, which could help solve the mentioned security problems of the loT
ecosystems. Blockchain can provide trust through data immutability, transparency and consensus and hence
can be employed to provide security and reliability to IoT communication and storage. But integrating
blockchain directly in low-resource IoT systems has certain issues like added latency, increased bandwidth
usage and additional computational overhead. The objective of this paper is to present a detailed review of
the synergy between the architecture of blockchain, the IoT systems and deep learning techniques, and the
way that they can be collaboratively utilized for improving data security, trustworthiness, and decision-
making in IoT networks. Specifically, we examine existing blockchain-based deep learning frameworks by
categorizing them based on four major criteria: blockchain type (public, private, consortium), deep learning
approach (e.g., CNN, GAN, DRL), consensus protocols, and datasets used for model training and validation.
Furthermore, the paper analyzes the strengths and limitations of these integrated frameworks in addressing
real-world IoT challenges. The review highlights how blockchain enhances the trustworthiness and
traceability of deep learning outputs, while deep learning models can contribute to intelligent threat detection,
adaptive control, and data-driven automation in [oT networks. Finally, we outline current research gaps and
propose future research directions that focus on optimizing blockchain-deep learning frameworks for
scalability, energy efficiency, and real-time performance in large-scale IoT deployments.

Keywords: Blockchain, deep learning, loT, security.

1. Introduction

The Internet of Things (IoT) is reshaping the face of technology, allowing objects from common household appliances,
medical appliances, industrial equipment and other to interconnect, sense, process and communicate over the internet. This
paradigm shift will enable the hitherto unimaginable levels of automation, efficiency and real time decision-making in
areas as diverse as smart healthcare, intelligent transport, energy grids and defense. Yet, the proliferation of IoT devices
also engenders intricate security and privacy challenges. The same characteristic, which renders IoT innovative (i.e.,
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distributed architecture, autonomous communication, and heterogeneity) is also the causes that make it susceptible to
various cyber threats and operational constraints.

At the root of these challenges is the problem of how to protect user data and device integrity in the resource-constrained
worlds of computation, memory and power. IoT devices are generally implemented and conceptualized to be low-priced,
small, and feature-rich, so that there is little room for them to include rigorous encryption, authentication, and anomaly
detection mechanisms. Energy efficiency requirements and limited hardware resources also limit the use of standard
security mechanisms. The situation is made worse by the piecemeal development of IoT solutions—multiple vendors,
stacks, and standards that result in poor interoperability and fragmented security implementations. As shown by previous
work [1], such problems motivate a new way of fostering cyber-attacks, e.g. data forging, packet sniffing, eavesdropping,
unauthorized access, or malware installation.

In order to address these weaknesses, many researchers have proposed the use of blockchain technology as a decentralized
security system for the [oT. The blockchain, a tamper-resistant and cryptographically related distributed record, provides
inherent security characteristics, such as the immutability of the data, the consensus-based validation and the traceability
of the transactions. With no reliance on a central coordinating or trusted party, as provided by the blockchain protocol,
peer to peer devices can trustless communicate and coordinate their actions. For instance, Raj et al. [2] proposed a simple
communication system for IoT devices based on blockchain technology using the Ethereum blockchain, in which the smart
contracts are used to enforce rules and ensure data exchange among intelligent agents. Loukil et al. [3] generalized this
idea and introduced a privacy-preserving scheme, based similarly on the Ethereum test networks. Their infrastructure
makes use of smart contracts to control device access and log behavior helps to detect compromised devices for isolating
them from the network to make the system more resilient.

Apart from communication, blockchain is also suggested as a decentralized storage solution. Gochhayat et al. [4] proposed
a blockchain-encrypted cloud storage architecture to solve the central point of failure problem in the existing centralized
storage systems. Implemented on cost-effective Mystico blockchain, their scheme is capable of high throughput (700-800
transactions/ s) and exhibits linear scalability with respect to the number of nodes. These features deem blockchain an
appealing infrastructure for secured massive IoT data processing, particularly in industrial monitoring, supply chain, and
health informatics, where numerous integration points, and vulnerabilities do exist.

Despite the appealing advances, the integration of blockchain in the IoT architectures is far from trivial. These security
benefits are not without side effects: the cryptographic overhead, network bandwidth, and energy costs, which can be
beneficial in an unrestricted network in general but harmful in a constrained [oT environment. Liang and Ji [5] also mention
similar drawbacks in their survey; the static public key being employed for node identity in blockchain network may reveal
a kind of usage patterns and result in privacy leak. They also highlight that blockchain systems are insecure against majority
(51%) attacks where adversarial nodes controlling the process of reaching consensus. Moreover, the delay caused by block
propagation and mining makes real-time guarantee abased data processing of IoT applications more difficult. Furthermore,
the cryptographic overhead and consensus algorithm complexity make it difficult for low-power devices to access the
blockchain all the time.

To address these two-fold constraints IoT boundaries and blockchain overlays recent works considered deep learning (DL)
as a complementary technology. Deep learning models such as (1) convolutional neural networks (CNNs), (2) generative
adversarial networks (GANs) and (3) deep reinforcement learning (DRL) have developed promising applications in
anomaly detection, predictive maintenance, traffic prediction and threat intelligence. These models are expected to impart
autonomous and intelligent security decision- making. When combined with a blockchain, DL systems would have access
to immutable, trustable datasets, while the blockchain would enjoy the intelligent, train-able filtering and classification of
the DL models. The objective of this review article is to systematically study and categorize some of these endeavors in
the literature, which investigate the amalgamation of blockchain and deep learning for improving security, privacy, and
autonomy in the context of [oT. The paper discusses how blockchain’s decentralization and trust services can provide DL
models with authentication, tamper-evident data and how DL algorithms can be used to monitor, control, and optimize
blockchain-supported IoT systems. We focus on four different dimensions: (a) blockchain type (public, private or
consortium), (b) type of deep learning model, (c) type of consensus protocol, and (d) data sets used for training and
validation.

The purpose of this survey is to give researchers, developers, and companies an organized view of the recent progress,
technical publications, technical trends and open issues of this emerging area. Drawing on academic literature, the article
synthesizes available information to highlight promising methods for implementation of secure and smart IoT systems. It
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also draws attention to important research challenges that are still open, including the absence of an energy-efficient
consensus, scalability for big networks, and real-time inference on limited hardware. The paper ends with future directions,
namely, to make lightweight blockchain-DL framework that is most suitable in the real practice of IoT.

2. Literature review

The Internet of Things (IoT) has given rise to a new paradigm in data production and real-time connections yet poses
fundamental challenges in preserving the security and privacy of distributed environments. As the number of connected
devices skyrockets, the current predominantly electronic-based solutions are unable to handle the potential threats from
impersonation attacks, leaked keys, and software hacking. In that context, there have been investigations regarding the
combination of blockchain and deep learning for decentralized security and intelligent threat detection, which is a
promising solution for these issues. This section briefly evaluates the most relevant related work in three key areas: (1)
security and privacy issues in loT scenarios, (2) the enabling functionality of blockchain technology for the protection of
digital assets (i.e., Bitcoin), and (3) the emerging meeting point between blockchain and deep learning (DL) tools when
designing secure, scalable, and autonomous IoT environments.

2.1. Security and privacy in IoT

As the environment of IoT works with huge internet-connected device networks that provide various services through
sharing enormous sensitive information in real-time, it is a vast ecosystem of smart connected devices which continually
gather information and sharing control in it. The sheer size, diversity and resource limitation of most IoT devices are
imposing great security and privacy challenges. Most of these systems work in privacy-sensitive domains, including
homes, healthcare and industry, hence, becoming lucrative targets for cyber-attacks.

To cope with this, authors in [5] present a privacy zoning-based system that categorizes data in different sensitivity layers
and executes context-aware policy checks on the data before access is authorized. An interior Home Security Hub verifies
requests to access devices and enforces zone-based control policies to deny unsolicited communications on behalf of
private devices. This zoning model is a strong value added as it dramatically reduces the lateral movement, that malicious
people can do within a same smart home network.

Meanwhile, [6] showed that in general, commercially available IoT devices do not have rudimentary security features,
such as secure communication or authenticated access control. To fill this gap, they proposed the concept of the Security
Management Provider (SMP) with static or dynamic content-based access restrictions for secure data and device sharing.
Their model, however, is not yet mature for user's privacy protection, TN for example, the external communication or data
released case still a challenge to them. Authors in [7] provided an extensive study of IoT security threats, with a focus on
smart homes. They discussed threats at various levels such as sensor-level and insecure aggregation of data, and unsecured
gateways. The research highlighted the inherently interconnected nature of IoT vulnerabilities this finds single weakest
device, which can potentially be exploited and become the weakest link to undermine the whole system security posture.
From the perspective of privacy preservation, [8] introduced a technique named Safe Answers, which aims at reducing
personal data disclosure by at least aggregating or anonymizing the user answers before releasing them to the service
providers. Sometimes their solution adds noise or data multiplication to cover a true input and so it goes on and on, to
compromise privacy." Unfortunately, this trade-off between privacy and data accuracy can have adverse influence on the
dependability of intelligent services, particularly for applications requesting disciplined and accurate real-time inputs (e.g.
for smart lighting, HVAC or emergency systems).

2.2. Bitcoin blockchain (BC) and IoT integration

The Bitcoin blockchain (BC) is the first and most popular application of the distributed ledger technology. It serves as an
indelible chain of blocks, one in which every block holds verified transactions. In the decentralized system of Bitcoin, the
nodes with changing public keys partake in the task of validating and forwarding data. Dedicated nodes, known as miners,
append new blocks by solving cryptographic puzzles via the Proof of Work (PoW) consensus algorithm. Given that the
BcB possesses some fundamental properties such as immutability, decentralization, anonymity and integrity, it has been
suggested to leverage the BcB as an underlying infrastructure for improving the security of IoT. 4) Eliminating central
point of failure: with no need for trust, central authorities, blockchain could lower the threat of single-point failure, while
providing tamper-resistant record of audit trail for device communication and data transactions. For instance, [9] presented
a multi-tier BC architecture of secure data sharing between IoT devices and third parties like businesses and consumers.
Despite providing an original design for trustless data exchange, the model assumes that IoT devices can perform complex

807



PEN Vol. 13, No. 4, October 2025, pp.805-824

tasks, which is not practical especially for low-power loT sensors. The resource cost of PoW mining also serves as a great
obstacle, due to its need for high computation and power cost, and could not be satisfied by lightweight loT devices.
Furthermore, embedding BC in the IoT ecosystems faces the challenges in network latency, network bandwidth utilization
and scaling problems. Requirements to synchronize distributed ledgers on thousands of devices introduce communication
overhead and hinder the responsiveness of the system. Such considerations point out the need for lightweight blockchain
versions or for other consensus mechanisms that are more convenient in IoT settings.

3. Classification of methodology

In a structured manner, it is important to classify the different approaches that have been used in the literature to integrate
blockchain and deep learning in context of IoT Security. This categorization helps to provide a clear understanding, for
instance, on how blockchain architectures, consensus mechanisms and deep learning models have been adjusted to suit the
needs in terms of secure scalable and intelligent IoT systems. In this section, we compare the previous methods along
consensus approaches, blockchains used, model architecture, learning strategies, data privacy methods, and application
domains. We propose organized categories for these approaches that form a detailed basis to evaluate their strengths,
limitations, and future directions on blockchain-enabled deep learning for IoT security.

3.1. Blockchain-based deep learning

Blockchain technology has emerged as a powerful enabler for enhancing the security, transparency, and reliability of deep
learning (DL) applications, particularly in distributed and sensitive environments such as the Internet of Things (IoT). One
of its key contributions lies in enabling the secure sharing and reuse of deep learning models across multiple nodes without
the risk of tampering or unauthorized modification. In many real-world scenarios, DL models are trained on sensitive
datasets such as patient health records, biometric data, or industrial monitoring logs which require high levels of trust and
integrity during training, validation, and deployment phases. Blockchain addresses these needs by providing a
decentralized infrastructure that ensures audibility, data verification, result attestation, provenance tracking, and
traceability of data ownership and model usage, while also supporting fairness in collaborative machine learning processes
[10].

Deep learning models function by learning hierarchical patterns from large volumes of input data and outputting
probabilistic predictions. While these models excel at handling raw, unstructured data, their accuracy and robustness are
highly dependent on the quality, integrity, and consistency of the input data. In traditional centralized settings, the data
pipelines feeding into deep learning systems may be susceptible to corruption, leakage, or bias. Blockchain mitigates these
risks by offering an immutable ledger where all data entries are securely recorded, transparently accessible, and
cryptographically linked. This makes it practically impossible to manipulate data once it has been committed to the chain,
thus providing a trustworthy foundation for data-driven Al systems.

The key features of blockchain that synergize with deep learning to enhance application performance and resilience are
summarized in Table 1 [11]. These include decentralization, transparency, immutability, and traceable transaction history.
Additionally, Figure 1 illustrates the major categories and use cases that benefit from this integration. These typically
involve systems that demand autonomous operation, secure data sharing, collaborative training, or sensitive decision-
making. The inherent immutability of blockchain data storage also protects DL models from data poisoning, noise
injection, or adversarial manipulation, thereby improving the reliability and precision of their predictions.

The fusion of blockchain and deep learning unlocks new potential for building intelligent, decentralized, and verifiable
systems. Tasks that previously required centralized control, human oversight, or trusted intermediaries can now be
automated using blockchain-backed DL models. In this joint framework, deep learning can process and analyze rich, real-
time data streams, while blockchain ensures that all interactions, decisions, and data exchanges are tamper-proof and
traceable. This mutual reinforcement creates a resilient digital ecosystem where decision-making becomes not only smarter
but also more secure and auditable.

Some of the most notable benefits of integrating blockchain technology with deep learning include:

Data Security: Blockchain ensures a high level of data integrity and confidentiality by distributing records across multiple
nodes in the network. In private blockchain implementations, sensitive data can be securely stored and accessed only by
authorized participants using encrypted private keys. This setup prevents unauthorized access and provides a verifiable
chain of custody for the data. When deep learning algorithms operate on such verified and trusted data sources, the resulting
decisions become more trustworthy, accurate, and verifiable [12].
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Automated Decision-Making: Blockchain's peer-to-peer (P2P) architecture supports decentralized and autonomous
decision execution. Smart contracts can trigger specific DL model responses automatically when certain conditions are
met. Moreover, blockchain allows each model's predictions and decision-making steps to be traced and verified, enabling
the auditing of Al decisions and reinforcing trust in the automation process [10, 13].

Cumulative Intelligence and Voting-Based Judgments: In distributed intelligent systems, such as deep reinforcement
learning agents or swarm robotics, autonomous entities frequently make decisions based on collective observations. The
integration of blockchain allows these agents to record and exchange observations securely, leading to voting-based
decision systems where consensus can be reached through verifiable data sharing. This is particularly useful in dynamic
environments where decisions must adapt in real-time to evolving contexts [14, 15].

Robustness and Trust Enhancement: In various high-stakes scenarios such as medical diagnostics, financial forecasting,
or autonomous driving—deep learning models can outperform humans in terms of speed and accuracy. However, the
trustworthiness of these models often comes under scrutiny due to the black-box nature of their internal operations. By
integrating DL systems with blockchain, the entire data lifecycle, model updates, and decision logic can be recorded
immutably, enhancing accountability and stakeholder trust. Furthermore, the decentralized nature of blockchain reduces
the risk of single points of failure and increases the robustness of Al-driven systems in critical applications [16].

In conclusion, the combination of blockchain and deep learning creates a mutually reinforcing technological synergy.
Blockchain secures the data pipeline and decision-making process, while deep learning brings intelligence, automation,
and adaptability to blockchain-enabled systems. This integration is particularly promising for applications where privacy,
autonomy, auditability, and resilience are non-negotiable requirements, such as in healthcare, finance, energy, and IoT-
driven infrastructures.

Table 1. Summarizing briefly the blockchain and deep learning capabilities that can be used to enhance based software

Deep learning Blockchain Possible Results
Scalable Immutable Flexible approaches to learning
Layered Transparent Model of collaboration updated

Resource intensive Integrity increased scaleability

Data intensive Cybersecurity better data security

Data is the oil for deep leaming engines and
blockchain ensures the security of the shared
> data.

Elevated Data Security

%"" 4 o Due to blockchain and deep leaming, the
L - concept of smartness in devices and

a9 _:" automation has become a reality.
o

——

NN Automation
® 9 e 0
9/ 9@ - é Utilizing blockchain f ing, th
o o '@ lizing blockchain for secure voting, the
p——> swarm robots can make a collective decision
Deep Learning and Blockchain ao foranappication !

Integration Cumulative Judgements

SN The coliective data can be shared securely for |
—— \@ deep learning applications in a fault tolerant
way.

Enhanced Robustness

Figure 1. The combination of deep learning and blockchain technology produced benefits
Blockchain with deep learning frameworks classification

The major advantages which have the potential to attain through the fusion of deep learning techniques with blockchain
are:

e Decision-making automation.

e Data protection.

e Precise forecasting.

o Effective manage of data-marketing.
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This part provides a thematic classification to categorize the available union of deep learning and blockchain technologies
according to criteria. Figure 2 identified parameters emphasize the similarities and contrasts across cutting-edge blockchain
based on deep learning systems. Below is a brief description of the chosen parameters and their technological specifics.

Blockchain-based Deep Learning Frameworks
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Figure 2. Classification of deep learning with blockchain-based frameworks
3.2, Blockchain types

Blockchain technologies used in current deep learning frameworks can be classified into three main categories based on
their structural and operational characteristics: public, private, and consortium (federated) blockchains. This classification
plays a significant role in determining the effectiveness, scalability, and security of blockchain-based deep learning
systems, especially in Internet of Things (IoT) environments where latency, data throughput, and access control are critical
factors.

One of the key advantages of blockchain integration with deep learning is the ability to leverage time-specific modalities.
These enable time-sensitive decision-making in real-time applications such as autonomous driving, remote sensing,
healthcare monitoring, and smart manufacturing. Blockchain ensures the reliability and integrity of the data feeding into
deep learning models in these scenarios, helping to maintain their effectiveness under temporal constraints.

Public Blockchains are fully decentralized and open to anyone who wishes to participate. Every node has equal rights to
validate transactions and access data. Public blockchains, such as Ethereum and Bitcoin, offer high transparency and trust
but often suffer from scalability issues, higher energy consumption, and slower transaction rates. Nevertheless, they are
favored in environments where full transparency and trustlessness are critical [17].

Private Blockchains, by contrast, are controlled by a single organization. They offer better performance in terms of
transaction speed and resource consumption but at the cost of decentralization. Private blockchains are suitable for
applications where control, privacy, and speed are more important than public verifiability. Deep learning models that
require access to secure, controlled data sources—such as in banking, health care, or enterprise settings—can benefit from
private blockchain integration [18].

Consortium (or Federated) Blockchains represent a hybrid approach, combining features of both public and private
systems. In a consortium blockchain, a group of pre-approved institutions or nodes governs the blockchain network
collectively. This structure offers a balance between decentralization and performance. Access to data may be public or
restricted, but only trusted members have the authority to validate and commit transactions. As a result, consortium
blockchains are more scalable than public blockchains and more decentralized than private ones, making them particularly
well-suited for collaborative deep learning environments where multiple stakeholders—such as hospitals, universities, or
logistics providers—need to jointly access, verify, and share data while preserving trust and control [19], [20].

In deep learning-enhanced IoT ecosystems, consortium blockchains are often the preferred choice due to their ability to
enforce controlled participation, support data privacy, and reduce the risks of single-point failure, while still benefiting
from collective consensus. Their higher transaction validation rates compared to public blockchains also help in reducing
latency, which is essential for real-time deep learning predictions and model updates.
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3.3. Deep learning models

The gathered data is processed by a deep learning model, which identifies patterns that can be used in various use cases.
Deep-learning models that are used for decision making in many application domains are divided into five main types
based on the configuration of neural network layers. An overview of deep learning models that have produced patterns and
made judgments using data from blockchains is provided below.

Neural convolutional network Convolution Neural Network (CNN), or ConvNet, analyzes an image to recognize the items,
give the weights of the objects, and categorize them under the context. It also makes it possible to find occurrences of
things in the processed image [21]. convolution neural network has been used by the deep learning frameworks built on
blockchain to classify photos, segment instances in various use scenarios and identify objects. Furthermore, because CNN
uses flexible filters to identify the qualities of the image, blockchain-based studies benefit from the algorithm's minimal
preprocessing time requirement.

Networks of generative adversaries (GAN) The generative model can produce original data and learns unsupervised
patterns. More specifically, it is a type of deep learning modelling that uses convolutional neural networks. The GAN
model is built with a generator network and a discriminator network. The discriminator learns to categorize the input as
valid or fraudulent while the generator creates fresh samples.[21]

Deep reinforcement learning (DRL) helps expert systems comprehend the data more precisely by drawing inspiration from
theories of human behavior based on behavioral ecology. DRL models make up the environment in which intelligent agents
act to learn. Agents are also implicitly rewarded or punished based on their actions. Reinforced learning-based models
reward actions that result in the intended outcome [22, 23].

3.4. Scope of applications

In the healthcare sector, patient data is extremely crucial. Researchers use the healthcare data that comes from clinicians
reviewing images and scans to train deep learning models for the prediction of communicable and non-communicable
diseases like COVID-19 and cancer, as well as to find new methods of disease diagnosis, enhance clinical trials, and
improve the quality of healthcare services [24, 25, and 26]. The healthcare data includes details on diseases, symptoms of
illnesses, and patient medical histories. This information aids deep learning models in predicting the patient's health in the
future. The healthcare industry has the highest standards for the security and accuracy of such data because it directly
affects human life. Yet, storing data in this manner leaves centralized systems vulnerable to attack. Blockchain technology
can therefore be very useful in maintaining all the data in this circumstance because it is naturally decentralized and
provides a defense against threats to data security. Additionally, blockchain ensures that the data won't be accidentally or
purposefully lost.

1

Intelligent Vehicles Communication Network

m'. Smart Contract ﬂ.l-

Figure 3. (V2V) and (V2I) communication technology based on blockchain

On the internet, the networking capabilities of current gadgets have quickly increased as the Internet of Things (IoT)
becomes increasingly popular as vehicle instrumentation technology [24]. Modern transportation systems frequently
include gadgets, sensors, and intelligent software in their vehicles to allow them to connect and exchange data. The data
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can be safely shared among the entities, as shown in Figure 3, by implementing blockchain on the Internet of Vehicles
(IoV) network [27]. Intelligent transportation systems' V2V communication mode makes a vehicle to exchange information
with others. Based on this information, vehicles determine various actions, such as the best course of action. To increase
efficiency, convenience, and public safety, vehicles can communicate the data they collected with roadside devices,
including lane markings, lighting, RFID readers, and cameras [28].

As a result of increased carbon dioxide emissions, traffic control is a pressing issue in many urban areas [29]. One of the
most well-liked strategies for foreseeing traffic volumes with real-time data is crowdsourcing. Yet, concerns regarding
human safety and centralized data storage may make current crowdsourcing alternatives more viable.

Defense and security are two areas where blockchain technology is widely used and relevant because of its security feature
of data immutability. Blockchain's unique qualities, like its ability to store data decentralized, can be used in securing a
wide range of use cases. Nevertheless, data integrity can still be compromised via a 51% attack on the blockchain [29].
Such assaults can be thwarted by employing machine learning techniques on data. In addition, malware detection and
identification are aided by signatures, which serve as the digital fingerprint of malicious code.

3.5. Frameworks for deep learning based on blockchain

The integration of blockchain technology with deep learning has paved the way for a new generation of secure,
decentralized, and trustworthy Al frameworks, especially in domains where data privacy, traceability, and model integrity
are critical. This section provides an overview of state-of-the-art blockchain-supported deep learning systems and evaluates
them based on their design, application, and technical merits reported in the literature.

3.5.1  Secure deep learning in healthcare

In domains like pharmacogenomics, where genetic data guides precision medicine, privacy-preserving computation is
essential. A blockchain-enabled deep learning framework for ovarian cancer prediction was introduced in [30], enabling
secure collaboration among affiliated institutions. Patient records and genomic data are encrypted and accessed through a
distributed blockchain ledger, ensuring compliance with privacy regulations. The system was validated using CRYPTO++
and demonstrated efficient performance in encryption and decryption latency, making it suitable for time-sensitive
diagnostics.

3.5.2 Al model provenance and trust

The authenticity and traceability of Al models are critical to maintaining trust in autonomous systems. Blockchain enables
logging of the entire model lifecycle—from data acquisition and training to versioning and ownership [31], [32]. This
traceability mechanism helps mitigate data poisoning attacks and unauthorized alterations. In [33], authors emphasized
that such provenance tracking is particularly vital in smart grids and critical infrastructure, where erroneous predictions
can have severe consequences.

3.5.3 Federated learning enhanced by blockchain

Federated learning (FL) allows Al models to be trained locally on edge devices while preserving user data privacy.
Blockchain augments FL by securely recording training contributions, model updates, and validation scores on a
decentralized ledger [10]. As depicted in Figure 4, each device updates a global model via a consensus-driven blockchain
network, ensuring transparency and preventing malicious model updates or adversarial attacks [34], [35]. This architecture
has been effectively applied in e-health systems, autonomous transportation, and Industry 4.0 environments, where both
trust and auditability are essential.

3.54  Cross-domain applications
As shown in Figure 5, blockchain-integrated deep learning is being widely adopted across various sectors:

e Healthcare: Privacy-preserving neural networks for patient data classification, chronic disease prediction, and
medical imaging [36], [37].

e Smart Transportation Systems: Fraud-resistant toll collection, secure vehicle-to-vehicle (V2V) communication,
and autonomous traffic control [38].

e Cybersecurity: Blockchain-enhanced frameworks for malware classification, intrusion detection, and DDoS
mitigation using adversarial learning [39].
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e Industrial IoT (IIoT): Tamper-proof firmware updates, device trust scoring, and automated fault detection and
response in distributed systems [40].

Each of these applications leverages a common architectural paradigm: a distributed deep learning engine deployed over
a blockchain-based infrastructure, ensuring privacy, authenticity, collaboration, and operational robustness without a
centralized authority.
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Figure 4. Blockchain-based federated learning
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Figure 5. The results of combining blockchain with deep learning in different fields, focusing on the system's parts and the
people who use them [6]
4. Results and discussion

This article outlines several current IoT system issues and the advantages of blockchain technology. Although the
penetration test did find a few minor security flaws, overall security was very high. Several research publications were
looked at concerning IoT vulnerabilities. Figure 6 provides an overview of the assessed biases in the chosen studies. A full
circle in this diagram represents each featured research paper. Each process stands for a particular preference that has been
evaluated, and the various colors show assessment allocation. If so, the assessments may be low, medium, high or not
applicable.
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Figure 6. Biases in publications that have been reviewed [5]

Figure 7 presents a consolidated visualization of the various security flaws identified across all examined research articles.
Each threat was extracted from the studies through a manual content analysis process, wherein keywords and reported
vulnerabilities were coded and aggregated. These threats are arranged on the y-axis, while the x-axis quantifies the number
of times each threat was mentioned or discussed across the reviewed literature. The Distributed Denial-of-Service (DDoS)
attack emerged as the most frequently reported security issue, appearing prominently in a large number of sources. Several
studies also made specific references to the Mirai botnet, which exploits insecure IoT configurations and default credentials
to propagate and launch large-scale attacks. In addition to DDoS, other frequently cited threats included insecure data
storage, weak authentication, and inadequate firmware update mechanisms.

Many of the vulnerabilities identified were not isolated, but rather interrelated or cascading in nature. For example, the
existence of hardcoded credentials often correlated with insecure interfaces or the lack of proper authorization controls.
Before proceeding with classification, similar vulnerabilities were grouped together based on semantic and technical
similarity. This step was essential to avoid redundancy and ensure a consistent mapping process.

To structure the analysis and evaluate the distribution of vulnerabilities, we adopted the OWASP IoT Top 10 as a
standardized framework for classification. The OWASP project is a widely recognized and authoritative source in the
cybersecurity community, and its IoT Top 10 provides a taxonomy of the most critical risks specific to Internet of Things
systems. Using this model, each identified vulnerability was matched to its corresponding OWASP category (e.g.,
“Insecure Network Services,” “Lack of Device Management,” or “Insecure Data Transfer and Storage”). Figure 8
illustrates the resulting distribution, showing how the reported vulnerabilities were spread across the OWASP categories.
The data for this figure was obtained by calculating the frequency with which each OWASP category appeared across the
coded threats in the reviewed studies.

10

number of publications

Figure 7. All identified security flaws and assaults
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Figure 8. Frequency of all identified security concerns and attacks

Researchers have found that the Mirai malware is a popular topic for their studies. But this is a significant difficulty because
it is so easy to exploit. Weak, difficult-to-guess passwords are a hallmark of the malware. Malware can then use default
passwords to infect more loT firmware and spread from there. Devices can be safeguarded by mandating more complex
passwords, even in the face of severe threats like botnet attacks and the subsequent infection of Mirai malware. While the
device would be protected from infection, it could still be vulnerable to a distributed denial of service (DDoS) assault from
other open devices [3,7,33,39].

This group includes the IoT dangers that are most frequently discussed. Threats to input data validation are a common
occurrence. Malicious input can, for instance, induce DoS and authentication bypass in various IoT devices. Several
publications examine multiple components, including mobile UI, and analyze them statically to find these vulnerabilities.
Lack of verification in various ways is another frequent problem identified in the research. Typically, the present
authentication in vulnerable devices must be revised. [34, 37]. Few academic publications examine insecure update
processes, although many of the papers we analyzed refer to the IoT's fundamental integrity problem. Introducing
malicious files into a system is a serious matter, and there are many techniques for tricking vulnerable Internet of Things
devices into trusting harmful software. [30, 34] The measures to mitigate this are being developed. Development of secure
systems within the development

In order to assess the practical difficulty of exploiting the identified vulnerabilities, we evaluated their exploitation
complexity, as reported or implied by the authors of the primary studies. Where explicit complexity levels were provided
(e.g., “low effort,” “requires physical access”), we used those directly; in cases where such data was absent, qualitative
assessments were inferred based on technical context and standard threat modeling frameworks. These assessments were
then normalized using a five-point Likert-type scale ranging from 0 (very low complexity) to 5 (very high complexity).
Figure 9 visualizes the average exploitation difficulty of each vulnerability, with the x-axis representing the mean
complexity rating and the y-axis listing the threat categories.

Complementing this, Figure 10 displays the average severity or impact potential of the exploits. This rating captures the
degree of harm or disruption that successful exploitation of each vulnerability could cause—ranging from minor privacy
breaches to full device takeover or service disruption. The severity ratings were synthesized using either directly reported
values from the source articles or approximated using standard cybersecurity scoring systems such as CVSS (Common
Vulnerability Scoring System) where applicable. Like Figure 9, a 05 scale was used, with higher values indicating more
critical risks.

Together, these figures offer a comprehensive perspective on the current landscape of IoT vulnerabilities as reported in the
literature. The combination of frequency, complexity, and severity metrics enables a multi-dimensional understanding of
the threats, helping researchers and practitioners prioritize security measures based not only on how common a
vulnerability is, but also how dangerous and easy it is to exploit. These insights form the basis for the later sections of this
paper, where potential mitigation strategies using blockchain and deep learning are discussed in detail.
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To gain a holistic understanding of IoT vulnerabilities, it is essential to evaluate not only their frequency and severity but
also the practical challenges associated with exploiting or mitigating them. Therefore, in this analysis, we introduce a
criticality index that combines two key dimensions: (1) the weighted severity of each vulnerability, and (2) the complexity
or difficulty of exploitation, both derived from the reviewed literature. This composite measure allows us to rank
vulnerabilities based on both their potential impact and operational challenge, providing a more nuanced and actionable
classification scheme.

Figure 11 presents a graphical representation of this merged assessment. The y-axis illustrates the overall criticality score
for each vulnerability category, reflecting the severity and difficulty of managing each issue when both dimensions are
considered in tandem. This score was computed using a bias-weighted aggregation of the average severity and complexity
values (as depicted in Figures 9 and 10), normalized to ensure comparability across the OWASP IoT Top 10 vulnerability
categories. The x-axis lists the ten OWASP categories, such as "Insecure Network Services" and "Insufficient Update
Mechanisms."

Each bar in the figure shows the relative importance or risk ranking of the corresponding category, based on its criticality
percentage. Categories that scored high in both severity and ease of exploitation were given greater weight in the final
ranking. For instance, vulnerabilities that are both common and highly damaging—yet also easy to exploit—were assigned
the highest criticality levels, signaling the need for immediate mitigation in real-world IoT systems.

The data used to generate these scores were synthesized from all reviewed studies, which are listed in Table 2. This table
includes references to the original research articles that discussed the vulnerabilities, as well as the sources from which
severity and complexity estimations were derived. Together, Figure 11 and Table 2 form the foundation for the threat
prioritization approach used in the subsequent sections of this paper.
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Table 2. Sources utilized to handle IoT threat
Threats Sources
Hardcoded, weak, or predictable passwords [30, 31, 32, 33, 34, 35, 36, 37]
Services on insecure networks [38, 39, 37, 40,37,41]
Insufficient physical hardening [38, 39, 42]
Insecure default settings [30, 39]
Insufficient secure update mechanisms [38, 39, 42, 43, 44]
Usage of outmoded or insecure components [38, 39]
inadequate privacy protection unsafe data storage and transfer [38,39, 40]

Blockchain technology offers a wide range of benefits that significantly enhance the security posture of [oT systems. These
advantages, documented across various domains in the existing literature, demonstrate blockchain’s potential in
transforming how data is protected, managed, and verified across distributed networks. While some studies concentrate on
blockchain's general security benefits, others specifically evaluate its contributions to the IoT ecosystem, where the need
for trustless, secure, and decentralized mechanisms is more pronounced due to the vast number of heterogeneous devices
and their operational constraints. The key insights from these studies are elaborated in the following subsections, each
outlining a distinct benefit of integrating blockchain with IoT. One of the key advantages of blockchain in IoT applications
is the lack of reliance on central authorities or third parties. And with blockchain, since so much of it is decentralized,
every loT device can transact, validate data, and talk to all the other devices on its own. This prevents the necessity of an
access point or an external server to control communication or confirm transactions, leaving a single point of failure there
or improving system robustness [45].

These capabilities make IoT devices able to self-organize and communicate with each other in a trustless setting, freeing
the development and deployment of new devices within already established networks. Second, the dependable IoT systems
in the future can be more dynamic and self-managed, which can form connections dynamically without confirmation from
the outside [40]. It also accelerates how quickly new products can be deployed by simplifying communication protocols
and reducing reliance on centralized infrastructure. Thus, reducing the time-to-market of new IoT applications, which will
result in faster and more agile production pipelines for manufacturing [41]. Furthermore, the device independence adds
robustness to IoT ecosystems which can become more resilient to targeted cyber-attacks aimed at centralized control
structures. Blockchain achieves a level of autonomy in the system because it distributes trust and processing tasks in the
network and, as a result, enhances the security and dependability of the whole system.
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Decentralization De-centralization is one of the most important aspects of the blockchain and is a critical element for the
security, scalability and resiliency of IoT systems. Centralized designs like the ones often employed in IoT, where
centralized servers or cloud infrastructure are used to control communication with devices, validate data, and store it.
Although this architecture can be straightforward, it presents significant security risks, especially that single key
weaknesses which are the single failure points, where a single central node breakdown or breach may cause the entire
network to stop functioning incorrectly and lead to compromise of all users’ data [15].

Decentralized type of blockchain removes such dependency, since both writing data and verification of that one is divided
using P2P (Peer to Peer) network. This distributed nature has the advantage of preventing a single point of failure and it
provides for system resiliency as well as redundancy as no one entity owns the data streams. The blockchain integrated ot
hosts a copy of the ledger across all nodes and empowers each of them to participate in validation eliminating fear of
interference, data loss, or malpractices by centralized intermediary are held [32], [34], [39].

This is of particular importance in the IoT landscape, encompassing billions of devices operating independently on a large
scale. Multi-source access (including distributed parallel, high throughput and simultaneous access) is an advantage
inherent to decentralization, being a natural solution to bottlenecks imposed by a many-to-one communication flow often
present in centralized systems [7], [10]. Accordingly, it facilitates efficient data communications and supports instant
decisions at the edge of the network.

Furthermore, the inclusion of decentralized cloud storage using blockchain is an interesting alternative to traditional cloud
backends. Not only are these decentralized storage designs scalable, but they are also secure by construction. With Secure
On-prem your company reduces operational risks, secures sensitive [oT data, and lowers infrastructure costs by not
depending on a third-party cloud provider. Like any P2P network, when the number of nodes participating in the blockchain
network increases, the network’s computing power and storage capacity grow simultaneously, thus the blockchain network
also can be evolved in horizontal scale while maintaining performance and security [10], [12].

A side effect of decentralization is that deployment cycles can be faster because no lead time is needed and there are fewer
infrastructure needs. No central controller is necessary, making it possible for IoT networks to self-organize, self-heal, and
be always-on, there-by enabling true missions-critical operation in hostile or disconnected environments. The resulting
flexibility makes decentralized blockchain systems especially interesting for mission-critical IoT applications, including
smart grid, industrial automation, and remote sensing.

In conclusion, what does decentralization mean for blockchain-based IoT systems:

e Removes the points of failure,

e More scalable and resilient,

e Minimizes production and maintenance costs,

e [t provides access to distributed and instantaneous data,

o Allows devices to autonomously and trustlessly coordinate.
These advantages together improve IoT network architecture and security, making a blockchain a revolutionary technology
for future IoT ecosystems.

Integrity, authenticity and confidentiality of the transactions are the standards of developing blockchain-based IoUT. The
most effective way to achieve secure and reliable transactions is the direct use of smart contracts — self-executing code
stored on the blockchain which automatically implements previously agreed rules and logic among parties involved [15].
These contracts get rid of the need for middlemen (like agents, notaries, etc.), mitigate the risk of human error, and make
sure that once the conditions for the contract get satisfied, they will automatically trigger the transaction previously
programmed. For IoT, the use of smart contracts is an effective way to automate the process of sensor input verification,
controlling access of devices and secure payments between machines.

To strengthen the privacy and non-repudiation of transaction data, the transaction is cryptographically signed when the
transaction is stored in the blockchain [34]. Cutting edge cryptographic technologies--SHA-256 hashing for data integrity,
and elliptic curve cryptography (ECC) for digital signatures—means any alteration of your data is detected and the whole
system is compromised. This significantly reduces the ability of adversaries to tamper with transaction data unnoticed by
the entire network.

In addition to those, to enhance security and privacy concerns, particularly in sensitive IoT applications such as healthcare
or industrial monitoring, blockchain systems exploit public-private key cryptography to hide users numbers. Every
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participating node is given a unique, one-time use public key which it uses as “pseudonymous identity” to make
transactions. Such a procedure offers privacy on the blockchain by guaranteeing that on-chain transactions can be fully
visible and traceable by the network, but the real-world identity of the user remains obfuscated (unless disclosure is desired)
[40]. Having the public keys refreshed on a regular basis provides an extra level of security against linkage attacks, in
which attackers try to associate multiple transactions to reveal user patterns and identities.

It is this confluence of automated logic enforcement (enabled by smart contracts), cryptographic protections (by way of
encrypting and hashing) and anonymity (by means of key-based identity management) that creates a robust security
architecture for blockchain-enabled IoT networks. It ensures secure, decentralized, and trusted machine-to-machine
(M2M) communications, while reducing common cyber threats like the man-in-the-middle (MITM) attack, spoofing, and
data tampering.

One of the main strengths of blockchain for distributed IoT is that it enables asynchronous communication, which is
referred to as auto synchronization. In some conventional systems the other part of a transaction has to be online or in a
responsive status when a transaction is engaged or executed. But in a blockchain context that constraint goes away. It is
possible to go-ahead with transaction recording and authentication without such a recipient’s real-time participation while
the network is facilitated to survive and to operate with or without synchronous participation [5].

Such a capability is particularly advantageous in the context of IoT ecosystems, in which devices may temporarily lose
connectivity, may be of low power, or can be offline for long periods. When a transaction begins, it is transmitted across
the network, confirmed through consensual algorithms, and eternally written to the distributed ledger. All valid nodes in
the network have access to the transaction data regardless of an active or offline status of the sender or receiver. Then the
recipient can extract the related data from the blockchain ledger and synchronize at any appropriate time without losing or
delaying any important information [42].

Technically, this auto synchronization is facilitated by the immutable and decentralized nature of the blockchain, that
ensures that all involved nodes produce copies of the ledger in the same way. As every block includes in its hash the hash
of its preceding block and all confirmed transactions, upon rejoining, each node can synchronize the blockchain by
checking the most recent blocks’ headers and syncing the copy of the chain stored at its site. In addition, this methodology
improves fault tolerance and survivability in [oT networks. It’s a way to decrease reliance on constant connectivity, which
makes the system more hardened against node failures and network disruptions or when devices are offline. This is
especially important in real-world environments, such as those with remotely located sensors, mobile vessels, or battery-
powered IoT devices where network performance cannot be assumed.

To summarize, auto synchronization provides data persistence, operational elasticity and geo distributed query access in
blockchain powered IoT infrastructures. It enables both devices and users to interact with the network asynchronously,
mitigating the latency limits and enhancing accessibility of the distributed systems in general. Enforcing trust and
guaranteeing legitimacy in IoT systems is a fundamental aspect for designing reliable, secure and resilient systems. The
blockchain, with its private key-based cryptographic communication scheme and its immutable nature, makes both data
integrity as well as node authentication possible.

Every player or thing in a blockchain-based IoT network is identified by a unique public/secret key pair. Only nodes that
have been verified and authorized can request or accept transactions in this key-based identity system. As soon as it is
verified and added to blockchain, a transaction is permanent and it cannot be changed, cancelled, or deleted. It is this
immutable and tamper resistant aspect of the blockchain transactions that is central to the veracity of communication on
the network [7, 10, 15].

Not only do you confirm identity and trust, but you benefit indirectly from the security model — all transactions are
immutable and can be traced back to a cryptographically signed signature. This discourages bad actors from trying
illegitimate access and manipulation, as any such fraudulent action would either be denied through the consensus
mechanism, or would be immediately visible publicly on the ledger. Additionally, immutability provided by blockchain
helps to prevent brute force attacks—such as those carried out by the Mirai botnet—that commonly use weak device
credentials in order to access and take hold of IoT devices. Unauthorized nodes or compromised devices are unable to
engage in communication on a blockchain without authentic cryptographic keys and in this way, such attacks become
worthless.

Furthermore, the trust enabled through blockchain even preserves data confidence and privacy, especially when encryption
is coupled with immutability. Taillib [43] argues that even if an eavesdropping attacker eavesdrops a communication
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channel, the encryption of transaction data and the impossibility of modifying data in a non-repudiable way, will stop the
attacker extracting any significant information or taking a step towards some action.

In conclusion, the blockchain supports the veracity and identity of devices in IoT systems by:
Secure: Enhanced through Public Key Infrastructure (PKI) for identity verification,

e Allowing to make irreversible and accountable transactions,
e  Tamper proof and unauthorised communication prohibited,
e The ability to keep the secrets, protected from spying.

These properties make blockchain a strong security foundation for contemporary IoT systems, in which integrity, non-
repudiation, and resistance to attack are key requirements.

The notion of privacy in blockchain-based IoT applications materializes as a combination of transparency and tamper-
resistance within which all operations are transparently auditable, traceable but resistant against unauthorized tampering.
All transactions are traceable and permanently engraved on the blockchain as well, timestamped, cryptographically signed
and publicly visible to the authorized network users. This openness allows users transparency and accountability, where
any interaction could be verified by any node in the system [5].

As the blockchain is an append only file, and each block is cryptographically linked to the last one, it's infeasible for an
attacker to change any transaction without detection thanks to the compute requirement. This protocol design is successful
in preventing Man-in-the-Middle (MitM) attacks on the communication network, if any adversary tries to modify the data
in the communication channel. In the case of the client server model, MitM attacks are primarily due to Vulnerabilities in
communication protocols or lack of adequate encryption. However, in a blockchain network, such tampering would be
easily detected because of consensus validation and because the record is maintained at multiple nodes that all have
synchronized copies of transaction history [5].

In addition, since all transactions are visible to all participating nodes, the network effectively acts as a kind of watchdog,
bringing anomalies to the attention of participating nodes in real-time. If a doctored transaction were added, it either would
have to match the hash, in which case the corresponding transaction would have to be altered, or else it would disrupt the
block's structure. This cooperative checking increases the trustworthiness and reliability of the exchanged data in the IoT
system [39].

Note that while transaction details are visible, the participants are pseudonymous due to cryptographic key-pair generation.
This achieves a middle ground of openness and privacy in that transactions are visible and provable without leaking IOV
or endpoint data.

To sum up, the flexibility blockchain technology provides in IoT applications allows:

e Traceable in terms of transparent and unalterable visible transaction records,
e MitM and tampering protection through a decentralized verification,

o Identifying thread anomalies at an early stage through joint monitoring,

e There are privacy protection features, such as pseudonymized identities.

This transparency plus confidentiality in two layers is fundamental not only for trust creation but also for secure operation
in decentralized IoT networks. It can be accompanied with fractal devices [46, 47], diplexers [48] and cellular
communication networks [49, 50].

5. Conclusions

The rapid development of the Internet of Things (IoT) has posed many severe security and privacy challenges with the
consideration that IoT systems are decentralized, heterogeneous and resource limited. We started by reviewing the
capabilities of blockchain and whether it can provide an efficient and scalable solution to address these challenges. By
virtue of its unique properties (including being immutable, operating under a decentralized consensus, enabling
cryptographic verification, and facilitating smart contract automation), blockchain is a promising platform to improve trust,
security, and transparency of [oT networks.

In this paper, we investigated how different blockchain mechanisms handle critical IoT shortcomings such as resources
constrained in computers, communication and attacks (DDoS, spoofing and data tampering). We particularly focused on
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the analysis of blockchain-based frameworks that incorporate deep learning mechanisms for smart decision-taking and
automatic security reinforcement. We compared existing implementations of blockchain and identified the trade-offs
between performance, security, and scalability, which provides the means to determine what models are best for specific
use-cases in [oT.

We also looked at the potential of smart contracts, auto synchronization, identity verification, and data provenance to
support the development of secure blockchain-IoT. This review demonstrates that although blockchain technology brings
many benefits for DL applications, the current solutions experience energy efficiency, transaction throughput and
interoperability issues -even more than when employed in a massive way for large scale of distinctive IoT devices.

Blockchain and the IoT integration is still in its infancy and will require several further developments to demonstrate its
value: A few of these requirements that need to be met in order to realize the potential include Splitting up high cost BC
transactions, bringing down exponentially huge power consumption areas, and lowering computer memory usage.

Finally, blockchain, deep learning, and IoT confluence provide a solid base for secure, smart, and decentralized digital
world. Further research and developments in this inter-disciplinary field will be crucial to realize its full potential in critical
applications including healthcare, smart-cities, autonomous vehicles, and industrial control systems.
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