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ABSTRACT

Cloud computing is crucial in all areas of data storage and online service delivery. It adds various benefits to th
conventional storage and sharing system, such as simple access, on-demand storage, scalability, and cos
savings. The employment of its rapidly expanding technologies may give several benefits in protecting the
Internet of Things (1oT) and physical cyber systems (CPS) from various cyber threats, with 10T and CP¢
providing facilities for people in their everyday lives. Because malware (malware) is on the rise and there is nc
well-known strategy for malware detection, leveraging the cloud environment to identify malware might be :
viable way forward. To avoid detection, a new kind of malware employs complex jamming and packing
methods. Because of this, it is very hard to identify sophisticated malware using typical detection methods. Tht
article presents a detailed assessment of cloud-based malware detection technologies, as well as insight intc
understanding the cloud's use in protecting the Internet of Things and critical infrastructure from intrusions. Thi:
study examines the benefits and drawbacks of cloud environments in malware detection, as well as presents i
methodology for detecting cloud-based malware using deep learning and data extraction and highlights nev
research on the issues of propagating existing malware. Finally, similarities and variations across detectiot
approaches will be exposed, as well as detection technique flaws. The findings of this work may be utilized tc
highlight the current issue being tackled in malware research in the future.
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1. Introduction

The term "cloud computing" refers to a type of Internet-based computing that provides a shared set of resources,
including memory, processing power, network bandwidth, and user applications. With less maintenance and
lower infrastructure costs, these resources could be made instantly and on-demand available to end users online
[1-3]. Software as a Service (SaaS), Platform as a Service (PaaS), and Infrastructure as a Service (laaS) are the
three categories of cloud computing services [4]. Additionally, it could be made available as a hybrid, private,
public, or shared cloud. The fact that so few businesses are currently prepared to fully adopt cloud technology
is one of the biggest problems it currently faces. DDoS is a type of violent attack that causes serious problems
for cloud servers. Nearly every member of the community now regularly uses the Internet. This is because doing
anything without the Internet is practically impossible, including maintaining social connections, conducting
online banking transactions, managing one's health, and marketing. As the Internet has gained popularity,
criminals have begun to commit crimes online rather than in the real world. Criminals frequently start
cyberattacks on the devices of their victims by using malware. Any application that performs malicious loading
on victim devices (computers, smartphones, computer networks, etc.) is referred to as malicious. Malware can
take many different shapes, such as viruses, worms, trojan horses, hidden roots, and ransomware. Each type of
malware and its family is intended to have an impact on the device of the original victim in a variety of ways,
including causing harm to the target system, enabling the installation of remote code, stealing personal
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information, etc. It is becoming more challenging to classify malware because Ali Kashif Bashir was one of the
assistant editors who coordinated the review of this article and approved it for publication. Malware instances
may display characteristics from several categories at once. [5,] a malware attack that targets the victim in a
coordinated manner and affects multiple machines is referred to as a malware attack. Deep learning techniques
are used in this study to identify malware threats. Deep learning techniques have historically had trouble
identifying assaults. Anomaly detection techniques study network traffic from a baseline profile and identify
anomalies as deviations from the baseline profile, in contrast to signature detection methods that identify attacks
based on previously acquired attack signatures. Approaches to signature detection are effective against well-
known threats, but anomaly detection may spot unforeseen and unheard-of attacks (day zero). It's an unusual
situation that the information from the attack is flowing so freely. Because of this, malware attacks become
simple to launch, challenging to find and track, etc. [6]. Malware attacks are how one of the most significant
threats to network security, as well. Then, to describe our system and gain a better understanding of machine
learning and how it develops, we provide deep learning. Computer systems that can learn on their own from
data are known as "deep learners" in the field of artificial intelligence. For the most part, deep learning has a
significant impact on those industries' employment. Deep learning advances through several significant turning
points [7-9] to arrive at this position. We thoroughly examine feature extraction as well as classification and
assembly techniques. In addition, we look at additional issues, data mining-based malware detection challenges,
and malware development trends.

2. Background theory

The background theory section provides an overview of key concepts and techniques related to data security
and intrusion detection using deep learning and data mining. It covers topics such as machine learning
algorithms, neural networks, feature extraction, anomaly detection, and classification methods. The section also
discusses the importance of data preprocessing and feature selection in improving the accuracy of intrusion
detection systems. Overall, this section serves as a foundation for understanding the technical aspects of data
security and intrusion detection using advanced machine learning techniques.

2.1 Trends in malware creation and hiding technologies

Malware is defined as non-trustworthy objects that carry out malicious actions. Viruses, worms, back doors,
rootkits, and ransomware are just a few of the many types of malware that can be categorized. Malware
categories, core characteristics, and well-known malware families Malware is used by hackers to launch
Internet-related attacks that take advantage of flaws, vulnerabilities, and failures in current systems, such as
buffer overcapacity, insufficient security settings, and flaws in computer network protocols. Since many
malware instances exhibit multiple class attributes simultaneously, malware categorization has grown more
difficult over time [11]. The virus emerged in the wild for the first time ever. Throughout time, new varieties
of malware will appear in computer systems. In the beginning, the malware was created with simple objectives
in mind, like breaking into friends' computers or earning some quick cash. However, it was eventually replaced
with sophisticated malicious software that damaged important industries, businesses, and government
holdings. Classic malware and next-generation malware are the two main categories of malware. Next-
generation malware is more dangerous and more difficult to detect and remove from computer systems than
traditional malware, which is a common form of malware that is easy to identify and remove from computer
systems. In addition, the next generation of malware might just find a way to get around the kernel-mode
security program and conceal itself inside of computer systems. The newest malware can be used to launch
ongoing and focused cyberattacks. Various malware types are used during attacks. The latest malware
frequently uses traditional jamming techniques to avoid detection. Common opacity approaches are displayed
and explained in the figure (1). Identifying next-generation malware with a single discovery technique is very
challenging. As a result, there is a pressing need to identify using new methodologies and more computing
power [12]. Malware analysis is divided into three categories, i. €. hard analysis, dynamic analysis, and hybrid
analysis. [13].

Static analysis involves reviewing executable code without executing the original file, using techniques such
as operational code frequency distribution, string signature, byte sequence, control flow graph, and n-gram.
Assembly language and operating system knowledge are necessary for hard analysis. Dynamic analysis
involves executing the malicious code and tracking its activity to analyze how it impacts the host device. This
is also known as behavioral analysis and is useful for finding unknown malware. Sandboxes, simulators,
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virtual machines, and other tools are used for infected code analysis. Hybrid analysis combines both static and
dynamic analysis techniques to provide better results but must adhere to the limitations of both methods.
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Figure 1. Type of malware detection

2.2 Secure cloud for malware worms detection

Rapidly emerging as a new paradigm for gaining access to a variety of services, including storage, computation,
data management, communications, media services, artificial intelligence, machine learning, developer tools,
and security. The various cloud publishing models, services, and users are shown in Figure 3. Cloud computing
services allow for the anytime, anywhere, and on any device access to data. On the other hand, because it allows
easy access to viruses, this access option could be extremely dangerous. Cloud malware may result in several
serious security issues, including identity theft, system damage, virtual device hijacking, loss of confidential
data, and login credentials, to name a few.
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Figure 2. Malware Analysis Categorize

Malware may operate inside virtual devices and steal the user's personal information, according to Intercloud.
To identify malware in the cloud, signature, behavioral, and machine learning-based techniques have been
suggested. Amazon Web Services (AWS), Azure, and Google [14] are among the leading cloud service
providers (CSPs) that provide cloud-based malware detection protection services. Google has unveiled a new
tool to identify current threats, and Amazon Guard Duty is a threat detection service that monitors illegal

malware detection activities.
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Figure 3.Technologies and deployment methods for cloud computing

Figure 4 shows the malware detection process at the cloud level. Many people get data through email, HTTP,
media, instant messaging, P2P, and other methods, including personal computers, mobile phones, and the
Internet of Things. These users save their files to the cloud and then obtain a file report. Signature-based
detection systems in the cloud spot malware by comparing patterns and these patterns are saved in the cloud.
The signature-based method is extremely quick and accurate for detecting known malware, but it is unable to
detect new malware. Malware is identified using anomaly-based detection techniques based on its behavior.
Although this technique finds new harmful software, it also raises false alarms. Malware detection algorithms
based on machine learning have been studied in the past, and these approaches have demonstrated promising
performance and efficiency. Resolution tree, support carrier machines, LSTM[15], and other algorithms are
used in machine learning-based malware detection approaches. This method is only successful if there is
enough data and account strength to train the model. Machine learning-based malware detection technologies,
on the other hand, have a scaling issue.
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Figure 4. Cloud-based malware detection system

2.3 Deep learning

Because of its capability to handle enormous volumes of data, deep learning has recently proven to be a
technology that is particularly useful. In particular, hidden layers have aroused interest in pattern recognition
beyond conventional methods. Bypass neural networks are among the most widely used deep neural networks.
[16]. Since the 1950s, when artificial intelligence was still in its infancy, researchers have worked to develop
a system that can understand visual input. In the years that followed, this area was given the name computer
vision. Computer vision advanced dramatically after a team of researchers from the University of Toronto
created an Al model that, in 2012, significantly outperformed the leading image recognition algorithms. With
an astounding 85 percent accuracy, the Al system, dubbed AlexNet (after its creator, Alex Krizhevsky), won
the 2012 ImageNet Computer Vision Competition. The test result for the runner-up was a respectable 74
percent. The brain of AlexNet was a neural network called a neural bypass network, which is a type of neural
network that closely resembles human vision. Since CNNs are now a standard component of many computer
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vision applications, they are covered in every online course on computer vision. Let's investigate the workings
of CNNs now. Artificial neural networks (ANN) are methods inspired by the structure of the human brain that
learn from a large amount of data in deep learning, a subset of machine learning. When robots can execute
activities that would normally need human intellect, this is referred to as artificial intelligence. Machine
learning, for example, enables computers to learn from their experiences and build abilities without the need
for human interaction. A deep learning algorithm will do a job often, each time it is slightly tweaked to better
the output, similar to how you learn from experience. Because neural networks include numerous layers
(deep), they are referred regarded as "deep learning." Any issue that involves "thinking" may be learned to
solve through deep learning. Deep learning enables computers to tackle complicated issues even when they
are given a large, unstructured, and linked data set to work with. The better the learning algorithms do, the
higher they are as seen in Figure 5.
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Figure 5. Al self-learning

Deep Learning uses four basic algorithms to predict future events and discover patterns based on individual user
data [19]. Supervised learning uses previous instances and fresh data sets to predict outcomes, starting with
supplied inputs and outputs. Unsupervised learning analyzes data to detect patterns and generate conclusions or
predictions without labels or data categories. Semi-supervised learning mixes unlabeled data with human-based
training, while reinforcement learning specifies a job or objective for the system to accomplish and receives
input from reinforcement signals to learn the required behaviors. The deep learning model aims to provide
strong answers for issues involving relationships, classifications, clustering, and prediction. Deep learning
models are increasingly being used in e-learning applications. Some of the commonly used models include
Convolutional Neural Network (CNN), which is used for evaluating high-dimensional pictures by transforming
2D to 3D using convolutional filters. Recurrent Neural Network (RNN) is a structure that can learn typical
sequences and time dependencies as well as connections between hidden states, making it ideal for health
problems that require modeling changes in clinical data over time. Deep Belief Network (DBN) has one-way
communication on two levels above the layers, with each subnet's hidden levels serving as a visible layer for
the following tier. Finally, Deep Neural Network (DNN) contains more than two layers, allowing for a complex
nonlinear relationship.

2.3 Deep learning in malware detection

The use of deep learning frameworks in cybersecurity is developing, and research in this area is gaining traction.
However, in the dynamic context of industry 4.0, high-quality research outputs in this field are impeded by a
shortage of categorized data and standard data sets, and DL models may be highly complicated. The primary
categories and hierarchy of subcategories used to characterize DL approaches used in cybersecurity are shown
in Figure 6. We'll go through how to identify risks in cybersecurity in this part. It is described how to choose
from a variety of taking approaches (malware detection) that are divided into different categories. Deep learning
methods: types and how to cope with them [22].
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2.4 Deep learning in windows malware analysis

Numerous types of malware, including viruses, trojans, worms, back doors, hidden roots, spyware, ransomware,
and panic software, among others, have made Windows-based applications into platforms for cybercrime,
espionage, and other illegal activities. To address this, DL designs have recently been used to analyze malware
on Windows. Before the decryption of the recovered data and the victim's return, ransomware sets up shop on
the victim's computer and transmits an encrypted demand for payment. [23].

. Deep Neural Network (DNN): A multitasking DL framework with 2 million test files and 4 point 5 million
training data was proposed to detect binary malware. Leakage also significantly decreased the error rate for
both deep and shallow neural frames, and the model's training time was reduced by using the corrected linear
activation function. With 97 percent accuracy and a ROC of 0 point 99, the DL model was trained with BD
and validated with a challenging data set. On the common EMBER data set, the DNN malware classification
structure was contrasted with other shallow models, such as the LR, NB, KNN, DT, AB, and SVM. [24]. The
method's primary limitation is that the proposed DNN structure depends on the feature geometry.

. Convolutional Neural Network (CNN): The information contained in PE files was used by FFN bypass to
identify and classify malware using the pyramidal feature extraction technique. An AUC of 0.9973 was
obtained for malware detection using CNN, which was used to classify and train a DL method using a different
kernel and data volume. The infection was represented as an image in CNN. The DL policy suggests
classifying malware using two sets of standard data: Malimg and Microsoft malware. The accuracy of gray-
gradient image characteristics fed into CNN was 98.5% and 99.7% with the Malimg and Microsoft data sets,
respectively. [25]. The ability to detect malware using GoogleNet and ResNet models was also tested using
Microsoft's data collection.

. Recurrent Structures (RS): Half-frame models and Max Pooling were used in the projection phase, resulting
in 98 point three percent TPR and 0 point one percent FPR. Unsupervised data was used to train a hybrid
model made up of Echo and RNN status networks. Additionally, the LSTM and GRU models used maximum
time assembly, attention mechanisms, and semi-supervised learning for ransomware detection [26].
Autoencoder (AE) and Deep belief network (DBN): The malware signature was created and categorized
using DBN, and the model used a deep collection of DAEs for a compressed representation of harmful
behaviour to achieve a resolution of 98.6 percent. Utilize DL window models to efficiently detect malware
while learning an unsupervised feature of four Windows API calls and adjusting them as necessary with the
aid of supervised parameters. In a different study, the malware was encoded as opcode sequences and sent to
DBNs for classification [27].

Mixed DL architectures: The DNN model was proposed in two steps to identify malware based on operation
behaviour to ascertain whether the terminal was infected. RNN was employed to extract features as images
entered CNN for classification, and LSTM was applied to produce features from API call sequences that
describe process activity. In a separate study, the NN hybrid was created with two layers of circumvention to
extract hierarchical features that include both complete serial modelling and circumvention of n-gram features
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to classify malware, outperforming other ML approaches like SVMs and hidden Markov models. [28] Malet,
an artificial learning model for features that uses CNN and LSTM to identify malware from raw data for
40,000 samples converted to grey pictures, has been suggested with a malware classification accuracy of
99.88 percent. [29] has presented a heterogeneous DL structure made up of AE and Boltzmann multilayered
and memory layers related to windows API calls, pre-training, and precise malware detection adjustment.

F. Hybrid Recurrent Structures (HRS): The DL window with CNN and BLSTM employed a data-driven technique to
classify nine distinct varieties of malware using sophisticated attributes. The system malware model was suggested to
produce lower FPR than existing macrocalcification models by using API call characteristics [30].

2.5 Deep learning in android malware detection

Malicious attacks are possible on Android (OS), an open-source operating system with many essential financial
and personal apps. To earn a financial advantage, hackers employ malware to steal private sensitive data or
delete/change existing data. Many third-party shops offer Android applications, allowing users to
unintentionally repackage Android apps with dangerous code. During the installation step, Android provides
each app a unique Linux user ID to ensure that each program runs its virtual machine instance. This makes
creating a protective mode that separates programs from one another much simpler. Uses Android permissions
to provide a delegate mechanism. Android features are gathered from deep-rooted and unseated devices and fed
into machine learning models to learn how to discriminate between benign and hazardous apps. Malicious
programs concealed from the certified market store that hosts apps like Google Play and permission
mechanisms, on the other hand, might deceive a mobile user into granting installation rights. The impact is less
commonly recognized to the end-user if naive people take a blind approach to provide rights when installing
programs. As a result, Android-based authorization systems must be subjected to risk analysis. As signature and
inference-based approaches entirely fail to identify malware on day zero, attacks on the operating system of
smart devices such as Android will continue to rise as technology improves. Android malware detection
strategies are being investigated more and more. Self-learning systems based on DM, ML, and DL algorithms
may give novel sensor capabilities for detecting Android malware that can be scaled up. Furthermore, these
approaches may identify pre-existing malware variables as well as wholly new malware. Researchers use two
types of methodologies to extract characteristics from Android that are quite comparable to those found in PC
environments: static analysis and dynamic analysis.[31] While static analysis examines the operating time
execution behavior of applications such as system calls, network connections, memory usage, power
consumption, and user interactions, the dynamic analysis examines the operating time execution behavior of
applications by unloading or dismantling them without running time. The hybrid analysis is a two-step
procedure in which static analysis is conducted first, followed by dynamic analysis, resulting in cheaper
computing costs, lower resource use, lighter weight, and shorter processing times. Because it gives greater
detection rates, antivirus companies for smartphones are increasingly using the hybrid analytic technique. In
Android malware analysis, a summary of the examination is given on DL apps.

The article discusses various frameworks and strategies for detecting Android malware. The first framework,
which uses dynamic graphical analysis of system calls, outperforms conventional detectors with a 98.86 percent
accuracy rate. The second framework, which combines static and dynamic analysis, gains over 200 features,
and achieves a 96 percent accuracy rate, outperforming other models including NB, DT, SVM, MLP, and LR.
A new DNN Android malware workbook improves detection accuracy to 94.7 percent by using a multi-core
hierarchy that learns from a built-in collection of characteristics. LSTM outperformed RNN in identifying
Android malware with a detection accuracy of 93.9 percent and 97.5 percent respectively utilizing dynamic and
consistent analysis. Features for the CNN-based Android malware definition framework include API call
sequences and protection levels. Overall, consistent analysis has resulted in greater accuracy compared to
dynamic analysis for online malware detection.

2.6 Sources of data mining

In this malware detection study, data mining techniques are used. This investigation primarily focuses on the
source data used in studies to identify both new and old malware. The PE file, assembly file, and core are the
primary sources of data. There are three different ways to extract data from the PE file, so [34]. The PE file isa
useful tool for extracting the API call sequence and byte sequences. It consists of two parts, the head and section,
with various characteristics that can be utilized as data for analysis. The assembly file contains the operational
code, and the frequency of opcode sequences can be extracted as data. The operating system's core is crucial
but often targeted by malicious symbols, leading to detectable modifications in characteristics retrieved from it
if contaminated. Overall, the PE file provides valuable information for analyzing and detecting potential threats.
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API calls are pre-programmed functions that can be used to create new programs for a specific operating system.
Byte sequences, obtained from files, are used to collect data and assess frequency using bytecode. Features such
as DLL, API function calls, repetitive code instructions, API call sequence, text-based search technology, hash,
attribute certificate, date/time seal, file indication, link information, CPU type and PE logical structure can be
extracted from a linear data flow of headers and sections that make up a PE file. Opcode sequence frequency is
examined by listing the play code in each assembly file. In Sl, features are gathered from the kernel using various
data types. To utilize the API, one must plot the byte sequence of the PE file and make observations on the PE
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head and sections. Additionally, it is necessary to extract the frequency sequence opcode from the instructions
in the assembly file. Ishita Basu et al. have retrieved kernel characteristics and terminology system call such as
files, records, processes, threads, networks, and memory sections. These functions of the nucleus are often
perceived as characteristics.

2. Related work

Cloud computing technology has revolutionized the way businesses operate, and its impact can be seen across
various sectors. One of the most recent applications of cloud computing technology is in malware detection.
With the increasing number of cyber threats, it has become imperative for organizations to adopt advanced
security measures to protect their sensitive data. Cloud-based detection and cloud-based approaches have
emerged as a reliable solution for detecting and preventing malware attacks. Several academic investigations
have been conducted on this topic, highlighting the benefits of cloud-based detection methods over other
traditional methods. Cloud-based approaches offer scalability, flexibility, and cost-effectiveness, making them
an ideal choice for organizations of all sizes. For deep learning and data mining, cloud-based detection
approaches are evaluated based on various factors such as the basic concept, feature extraction method, and
algorithm types. The use of cloud computing technology in malware detection is expected to grow in the coming
years as more organizations realize its potential in enhancing their cybersecurity posture.

3.1 Secure cloud for malware worms detection using deep learning

Gao, Xianwei et al [35], developed a novel malware detection model based on cloud semi-supervised transport
(SSTL), which comprises detection, forecasting, and transportation components, and is based on learning. A
byte work based on a recurrent neural network (RNN) is built for its detection component to identify malware
to safeguard the privacy of tenants in the public cloud. However, because of the shortage of training examples,
the byte class's accuracy after supervised learning is only 94.72 percent. The ASM workbook provides a forecast
component with a 99.69 percent resolution. The transit component requires a prediction component to classify
an unidentified data set by merging predicted labels with bytes attributes from an unclassified data set in a new
training data set. The fresh data set is transmitted to the byte workbook for training again, thanks to the benefits
of semi-supervised learning. Learning about semi-supervised transport boosted detection component
performance from 94.72 percent to 96.9 percent in tests using Kaggle malware data sets.
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The Deep Wrap Neural Network (DLCNN) is recommended by Venkata Rao, M., et al. [36] for a combined
disclosure of both signature-based internet worms and NetFlow in connection to various attacks and may also
prevent suspicious attacker behaviors (cybercriminals). Additionally, it protects user data, employs defenses,
and halts the spread of internet worms. The effectiveness of the proposed DLCNN model is assessed using the
package capture (PCAP) and KDD-CUP-99 data sets. The suggested DLCNN model is then compared to
current automated learning to see if it outperforms it, and neural network models are once again used to make
this determination.

Hasan Alkahtani et al. [37], "Use machine learning and deep learning approaches to identify harmful attacks
targeted at Android.". Support vector machines (SVM), closest neighbors (KNN), linear discriminatory
analysis (LDA), long-term memory (LSTM), long-term short-term memory of the neural bypass network
(CNN-LSTM), and automated encryption technigques have all been applied to the detection of malware in
mobile contexts. To assess the cybersecurity system, two sets of typical Android mobile data were used. The
link is determined to locate a high proportion of critical characteristics for these systems in terms of attack
defense. On Android applications, machine learning and deep learning algorithms have effectively discovered
malware. Using the CICAndMal2017 data set, the SVM method has the greatest accuracy (100%). Using the
Drebin data set, the LSTM model similarly obtained excellent percentage accuracy (99.40 percent).

Z. Zahraa. We used a deep bypass neural network (CNN) based on the Xception model to identify malware
images. Edie et al. [38] developed a framework for classifying and detecting malware through learning transfer,
which is based on existing deep learning models that have previously been trained on enormous picture data
sets. Malware samples are represented as gray images of a bath lot in the newly developed CNN special
structure known as the Xception model, which is more effective with fewer problems than current common
CNN models like VGG16. A deep neural network is trained to freeze the bypass layers of the Xception model
that adapts to the last layer of malware family classification, and experimental results on the mailing data set
of 9,821 samples from 26 different families show that this method is effective.

Hooman Alavizadeh et al [39] To identify network infiltration, a new generation of network penetration
detection approach combines Q-learning-based improved learning with a deep-forward neural network method.
Our suggested Q-Learning (DQL) learning model offers continuous automated learning capacity for a network
environment, allowing it to identify various forms of network penetrations and improve its continuous detection
skills utilizing an automatic pilot error technique. In the DQL model of the most successful self-learning, we
outline how to change the many hyperbolic parameters. We confirm that the smaller discount factor, which is

184



PEN Vol. 11, No. 3, May 2023, pp.176-192

denoted as 0.001 under 250 episodes of training, delivers the highest performance outcomes, according to our
thorough testing findings based on the NSL-KDD data set. Our experimental findings also reveal that our
suggested DQL beats other comparable machine learning algorithms in identifying distinct intrusion types.

3.2 Secure cloud for malware worms detection using data mining

The study [40] Propose an enigmatic neural hybrid (EHNFC) for putting together Android-based malware with
consent-based components. The suggested EHNFC can not only identify mystery malware using thin principles,
but it can also evolve its structure by adopting new malware identification principles to improve the accuracy
of its detection when utilized as a part of a site with additional malware apps. To this purpose, a complex
assembly strategy has been modified to adapt and enhance the malware site's gentle principles to promote a
varied methodology for radius repair and bulk-based component concentration. This change to the advanced
assembly technique increases group integration, results in better-personalized judgments for input data, and
hence improves the proposed EHNFC's characterization accuracy. The suggested EHNFC exploratory findings
reveal that the concept revolves around some sophisticated mixed malware arrangement techniques, as well as
a false positive rate (0.05) and a mistaken negative rate (0.05). (0.05). The findings also suggest that the proposal
outperforms existing strange neural frameworks in detecting Android malware (90 percent). The study [41] To
connect elements of static and dynamic analyses of Android apps, provide a deep learning method. Additionally,
they turned on DroidDetector, an Android malware detection engine based on the Deep Learning Method that
can determine whether a file exhibits malicious behavior. With many Android apps, they evaluated
DroidDetector and carried out a thorough analysis of the components that deep learning primarily uses to
completely film malware. With access to more setup details, deep learning appears to be particularly compelling
for describing Android malware. In comparison to traditional machine learning techniques, DroidDetector can
detect objects with an accuracy of 96.76 percent.

The study [42] find malware, advise using an affiliation mining strategy based on API invitations. To increase
the speed of OOA's mining identification, new methodologies are introduced. To improve governing quality,
criteria are suggested to identify the API and to exclude APIs that cannot visit objects in a distinctive way.
Experiments demonstrate that the proposed systems can significantly speed up OOA operation. In our studies,
the cost of time for information extraction is cut by 32%, and the cost of time for arrangement is cut by 50%.
The study [43] A brand-new hybrid methodology called HDM-Analyzer is presented that incorporates points
of interest into dynamic and reliable high-frequency investigation techniques while maintaining accuracy at a
tolerable level. In this way, they have no overhead performance. HDM-Analyzer can forecast the core
leadership's predominance based on the use of empirical data gathered from research elements. The primary
responsibility of this paper is to adopt the preferred viewpoint precisely when investigating and standardizing
the component in a consistent examination, keeping in mind the goal of increasing the accuracy of the
established investigation. The overheads of the execution were, in fact, incurred during the learning phase; as a
result, they have no impact on the light extraction phase that is carried out during the examination process. The
preliminary findings demonstrate that compared to static investigation strategies and components, HDM-
Analyzer achieves better overall accuracy and multifaceted time quality.

The study [44] In light of the semantic evaluation of dynamic API sequences, provide a bi-layer behavior
reflection technique. In distinct semantic layers, processes on sensitive frame assets and complicated practices
are segregated in an interpretable way. Raw API calls are connected at the lower layer to extract low-layer
practices by looking into the dependency on the information. Low-class practices are coupled with extensive
interpretation in the upper class to construct more complicated high-class practices. Finally, distinct low-layer
procedures are introduced into a high-dimensional vector space. Separate techniques may now be applied
explicitly via several well-known machine learning accounts. Furthermore, to solve the issue of not adequately
investigating thoughtful projects or significantly imbalanced malware and friendly projects, it is recommended
to develop OC-SVM-Neg, a single-class boosting vector machine (OC-SVM) that benefits from negative and
accessible instances. According to the erroneous rate of caution and speculative ability, the suggested extraction
strategy using OC-SVM-Neg surpasses dual works, according to the trial.

The study [45] developed a graph-based model that identifies whether an unknown software sample is hazardous
or benign, and categorizes a malicious program into one of a set of well-known malware family groupings,
based on connections between system call pools. Customers more accurately utilized system call dependency
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charts (or, in short, ScD graphs), which were derived from impacts recorded during dynamic pollution research.
The authors designed their model to withstand the drastic changes that occur when we apply our recognition
and arrangement systems to a weighted coordinated graph, also known as a Gr-graph, which is a specific graph
of a group's relationship that results from scd-graph after collecting separate subsets of its peaks. The authors
offered a measure of comparability in Delta for the discovery method, and saMe-similitude and NP-similarity
metrics that incorporate saMe-NP convergence for the classification technique. Finally, they assessed their
model for detecting and classifying malware, revealing its effectiveness against malware based on detection
rates and classification accuracy.

The study [46] The adaptive recognition component will employ the Multi-Feature Collaborative Resolution
Integration, and Android-based malware will be used for testing (MCDF). The ultimate objective of setting up
a group of workbooks and combining their choices using a group method considering the probability hypothesis
is to provide better discoveries by building up a group of workbooks and combining their options using a group
approach. The suggested model's implementation is tested using a variety of Android-based malware, including
a variety of malware families, and the findings reveal that the technique delivers better execution of the best
team plans in their class.

The study [47] Proposed many categorization algorithms with the purpose of identifying malware based on each
harmful program's components and behavior. To discover malware traits, dynamic investigative technology has
been created. A suggested program for changing the XML document for the Executive Archives of Malware
Behavior to enter a suitable WEKA tool has been supplied. The authors use the WEKA tool to depict the
efficiency of implementation, information preparation, and testing by applying the suggested methods to a real-
world contextual investigation information set. The evaluation's findings described the applicability of the
suggested data extraction method. Furthermore, the suggested data extraction approach is more effective at
detecting malware, and behavioral malware categorization might be beneficial for detecting malware in
behavioral antivirus software.

The study [48] Propose a behavior-based features model that detects the malware example's destructive conduct.
The authors initially execute a dynamic assessment of a usually delayed malware data set inside a controlled
virtual environment to record the consequences of API calls conjured up by malware samples to eliminate the
suggested model. The impacts are subsequently disseminated via high-level characteristics that denote activities.
Some well-known classification techniques, such as random forests, resolution trees, and SVM, are used to
assess the suggested approach. The results of the experiments reveal that the work achieves high accuracy and
good results when it comes to identifying malware variables.

4. Summary of the approaches that have been Examined

In recent years, there has been a growing interest in the use of deep learning architectures for intrusion detection.
Several studies have explored the use of convolutional neural networks (CNNs), recurrent neural networks
(RNNs), and deep belief networks (DBNSs) for this purpose. These architectures have shown promising results
in detecting various types of attacks, including DoS, probing, and malware attacks. Data mining techniques
have also been extensively used for intrusion detection. These techniques involve the analysis of large datasets
to identify patterns and anomalies that may indicate an attack. Various data mining algorithms such as decision
trees, support vector machines (SVMs), and clustering algorithms have been employed for this purpose. The
choice of dataset is crucial for the effectiveness of intrusion detection systems. Several datasets have been
adopted for evaluating the performance of different approaches. The most used datasets include KDD Cup 99,
NSL-KDD, and UNSW-NB15. These datasets contain a wide range of attack scenarios and are widely used by
researchers to evaluate the performance of their models. Overall, these approaches have shown promising results
in detecting various types of attacks. However, there is still room for improvement in terms of accuracy and
efficiency. Further research is needed to develop more robust models that can effectively detect new and
emerging threats in real-time environments.
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Table 1. A Summary of studies on deep learning architectures for malware analysis

Dataset

Compared
CML

RS KDDCup-29 Yes
DNN NSL-EDD No
CNN, CNN-E3 EDDCup-99 No
CNN NSL-EDD Yes
Autoencoder NSL-EDD Yes
RS NSL-EDD Yes
DNN KDDCup-29 Yes
AutoEncoder KDDCup-94 No
CNN & RS DARPA1998 & [SCXIDS-2012 Yes
RS & SVM Eyoto No
CNN Balabit, & TWOS No
DNN CICIDS2017 Yes
Autoencoder NSL-EDD No
CNN UMNSW-NE15 No
CNN HTTP DATASET CSIC 2010 Yes
RS [SCH-IDS-2012 & AWID Yes
CNN Private No
DBN EDDCup-99, NSL-KDD, UNSW-NE13, Yes
CICIDS 2017
Autoencoder NSL-EDD & UNSW-NE15 Yes
CNN [SCXIDS-2012 Yes
DNN Real time traffic, KDDCup-99, UNSW-NE13 Yes
RS & DNN CIDDS-001 Yes
Sparse Autoencoder NSL-KDD Yes
DEN, SAE, RS CTU-13 No
Autoencoder & DNN EDDCup-29, & UNSW-NE13 Yes
CNN & RS CICIDS2017 No
DNN, RS, CNN KDDCup 99 & Kvoto Yes

Table 2. A Summary of Studies on Deep learning Applications For Malware Analysis.

Architecture Dataset Compared
CML

RS Private Yes
DBN Private No
Autoencoder Private Yes
CNN. RS Private

DNN Private No
DBN Private Yes
CNN. RS VirusShare, Maltrieve, Private Yes
CNN VirsShare, Maltrieve, Private Yes
RS Private No
CNN VirusShare No
CNN BIG 2015 Yes
CNN.RS BIG 2015 Yes
DNN Ember Yes
CNN, CNN-RS BIG 2015 No
CNN BIG 2015 & privately collected No

samples

DEN, Autoencoder, Stacked Autoencoder Private Yes
DNN MalwareTrainingSets Yes
LSTM, CNN-RS Private No
CNN Malimg Yes
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Table 3. A Summary of Studies data mining malware For Malware Analysis

Data dataset

analysis

Case study Classification Compared

CML

approach

method

Graph mining in Graph search Dynamic ~ Windows sandbox malware Yes
malware detection
Android malware Random forest Dynamic = Android applications Yes
detection
Android malware Multilayer perceptron ~ Dynamic  Several websites Yes
detection
Android malware Evolving neuro-fuzzy = Dynamic | Google play and android | Yes
detection inference system Malware genome Project
AMAL: automated Decision trees Dynamic =~ Random sample from internal user and = Yes
malware analysis external customers such as antivirus
companies
Android malware Deep belief networks Hybrid Google play and android = Yes
characterization and Malware genome project
detection
Deep Packet BoostedJ48, J48, Dynamic = Wireless and Secure  Networks Yes
Inspection for Naive Bayesian and Research Lab
malware SVM
Objective Oriented Multiple  association = Hybrid Several websites Yes
malware rules
Hybrid analysis Bayesian network, Hybrid Selected randomly from malware Yes
malware Naive Bayes, Lazy K- repository of APA, the security research
Stare laboratory at Shiraz University
Bilayer behavior SMV, Naive Bayes, Dynamic = Open-access malware database such as = Yes
abstraction decision ftree, logistic VVXHeaven website
regression
Malware System call Dynamic = VXHeavens website Yes
specifications dependency graph
System-call malware = SaMe-NP Dynamic = Variety of commodity software types | Yes
including editors, office suites, media
players,
Android based J48, SVM, IBk, Static Google play and android = Yes
malware NaiveBayes Malware services
Behavioral Malware Regression, SVM, J48 = Dynamic = Web data commons library in | Yes
VirusSign and VXHeaven
Malicious code based = Decision tree, SVM | Dynamic = API hooking library in VirusSign Yes
on API and random forest
Feature extraction Decision tree, SVM, | Static Random dataset of VirusTotal Yes
method in cloud Boosting
Security dependency No read down and no Dynamic = VXHeavens website Yes
network for malware = write up
detection
Data flow android KNN, LR, BN Static VXHeavens website and Google play Yes
malware detection
So-called k-NN, QDA, LDA, Dynamic Cuckoo sandbox Yes
compression-based SVN, Decision Trees,
malware detection and random forest
Deep-learning Naive Bayes, PART, Hybrid Google play, virus share Yes
malware detection Logistic  Regression,
SVM and MLP

5. Conclusion

There is no way to identify every new generation and complex malware, even though several new approaches
based on various malware detection methods have been presented. With well-known heuristic malware
detection technologies, they work well. On the other hand, model checking, and cloud-based methods work well
for complex and unknown malware behavior. To recognize specific malware types, both well-known and novel,
data mining, Internet of Things (IoT), and deep learning techniques have been developed. But using these
techniques, some malware can't be found. This demonstrates how challenging it is to create an effective malware
detection system and how new methodologies and research are required to fill in the gaps. This research
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continues to be a useful tool for computer scientists and developers working in the field even though malware
production and detection technologies are constantly changing. In the future, it should be suggested to use a
novel technique and methodology. One of several methods to accomplish this is to combine malware detection
technologies. For example, combining behavior-based and model-inspection-based techniques, as well as deep
learning, data mining, and cloud computing, will almost surely result in a more effective discovery process.
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