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ABSTRACT

DevOps has emerged as an approach to help organizations automate, cost optimization, increase profitability,
improve the stability of the software development process and the responsiveness of organizations, and create
a more agile development and release pipeline. However, its adoption, maintenance and evaluation continue
to be a challenge for software organizations, due to the absence of solutions that formalize process elements
in a detailed way, such as: practices, roles, artifacts, objectives, among others. This paper presents a DevOps
Model, this model to support the adoption of DevOps, which provides a set of fundamental and
complementary values, principles, dimensions, and practices. The practices suggest a set of items such as
purpose, specific objectives and expected artifacts. The elements defined in proposed DevOps Model arise
from the elements found in the studies analyzed through a systematic mapping study. Model evaluation was
carried out through a software development company as case study. The results obtained have allowed the
case study company to evaluate, diagnose and identify improvement opportunities to be carried out in the
processes and projects where a DevOps-based approach is used, the above in a practical, useful, and adequate
way that allows this type of companies and with a low use of resources, both economic investment and time.
This is how the DevOps Model could guide professionals and organizations towards a better understanding
of DevOps, in addition to minimizing the subjectivity and error of its interpretation, adoption and evaluation.
Keywords: Development and Operations (DevOps), Software Process Improvement (SPI), Agile
Development, Automation, Pipeline
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1. Introduction

The process of building a software product involves the intervention of two different areas: (i) the development
area and (ii) the infrastructure area, also called Information Technology (IT) or Operations. The development
area is responsible for: analysis, design, and construction of the source code, which is tested and that allows to
subsequently generate a version of a software product. On the other hand, the operations area is responsible for
the configuration of the hardware that is required with the necessary services, in order to carry out the
deployment of the versions of the software product, versions that are generated by the development area in
productive environments for use by the end customer, and additionally; monitor the behavior of the software
product during the time it is in use and ensure the stability of the software product in productive environments
[1]. In this sense, with DevOps the teams are more empowered and the steps to production are more reliable
due to automation and trust in the process. Currently, there is a wide portfolio of frameworks and approaches
that guide the development process of a software product, these solutions can be traditional or agile approaches.
Traditional approaches seek to impose discipline on the software development process and thereby make it
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predictable and efficient. To achieve this, they are supported by a detailed process with an emphasis on planning.
On the other hand, agile approaches are adaptive - not predictive - and oriented to people and not processes and
generation of value from early stages, which makes a great difference compared to traditional frameworks [2].

According to [3], the agile approaches that stand out the most in the software industry today are: Scrum [4],
Extreme Programming (XP) [5], Crystal Clear [6], Lean Software Development (LSD) [7], Adaptive Software
Development (ASD) [8], Dynamic Systems Development Method (DSDM) [9], Feature Driven Development
(FDD) [10], Agile Unified Process (Agile UP) [11], Kanban [12], among others. On the other hand, among the
most popular traditional approaches are: Rational Unified Process (RUP) [13], Microsoft Solutions Framework
(MSF) [14], Capability Maturity Model Integration (CMMI) [15], Model-Based Architecture and Software
Engineering (MBASE) [16], among others. From the perspective of the infrastructure area, we also find de facto
frameworks, as well as: ITIL [17] and COBIT [18], and international standards such as ISO / IEC 2000 [19],
where are proposed elements, practices and / or activities related to the management of IT services and the
management of continuous improvement processes in IT services.

However, the aforementioned frameworks define their process elements from one of the two areas involved in
the software development process, i.e.: from the development area or the infrastructure area, which has created
a kind of dividing wall between these two areas significantly affecting the development process of a software
product from its conception to its final delivery [20], because the proposed frameworks define workflows, roles
and artifacts only from a particular perspective or area, which is often complementary to the objectives and / or
needs of the other area involved, e.g.: development areas implement practices to be more agile and be open to
changes in requirements at any time, while the infrastructure area implements practices to control the stability
of the requirements, since these directly affect the processes related to the enlistment of the technological
infrastructure, this mean the main priority of the infrastructure area is to take care of the integrity of the deployed
applications and based on this, the policies and processes are defined [1]. For that reason, the approach known
as DevOps is currently gaining strength, which, as its name indicates, focuses on improving the relationships
between the development area (Dev) and the operations area (Ops) [1]. Some of the benefits of implementing
DevOps in a software company are: (i) eliminate the existing barriers between development area and
infrastructure area [21], (ii) significantly improve in reaction times (time to market) [22], (iii) favor the
improvement and automation of processes [23], [24], product quality improvement [3], faster software delivery
[3], among others. In [3] the importance and benefits of adopting DevOps are highlighted, however, it also
highlights the importance and increasing need to understand and implement DevOps through the clarification
and formalization of practices related to development, integration, monitoring and continuous delivery of
software products.

Taking into account the above, and after carrying out a systematic review of the literature [1], the lack of
clarification and formalization of DevOps in the development of software products is evident, e.g.: the need to
standardize a formal definition for DevOps, in addition to providing a detailed description of the fundamental
and complementary practices that could be taken into account when using this approach. On the other hand, no
clear roles or responsibilities are defined for proposed new activities, likewise, it is not clear how conflicts or
problems related to organizational culture, processes, people, and tools will be addressed. In this sense, this
paper presents a reference model to facilitate and support the adoption of DevOps from a set of fundamental
and complementary values, principles, dimensions, and practices. Likewise, the evaluation of the proposed
solution is presented through a focus group made up of expert participants in DevOps.

The rest of the paper is structured as follows: Section 2 presents the background and analysis of related works.
Section 3 describe DevOps Model in terms of its values, principles, dimensions, and practices. Section 4
presents in detail the evaluation of the DevOps Model through a detailed case study. Finally, the conclusions
and future work is outlined.

2. Related work

From a systematic mapping of the literature presented in [1], it has been possible to identify some efforts related
to the design of solutions related to DevOps. First, it was possible to observe different definitions about DevOps,
with which it can be inferred that there is still no common unified conceptualization and what prevails in the
literature are different specific perspectives about it. A generic definition proposed from the definitions found
can be consulted in [1]. In total, 26 related papers were finally selected, which were the result from the
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application of different inclusion and quality criteria. The type of proposals found are related to the following
categories: (i) the adoption of DevOps [22], [23], [25]-[32] and (ii) systematic reviews of the literature [21],
[24], [33]-[38], where 90% of the studies in the first category registered the application of solutions in case
studies, and only 70% of these studies, recorded the results achieved and the opinion of the participants through
surveys or interviews to determine the impact achieved with DevOps. In the second category, only 38% propose
at a conceptual level some solutions for the implementation of DevOps through some agile solution such as
Scrum.

Although it is possible to find solutions to facilitate the understanding of DevOps in software companies, only
20% of them [25], [28], [32], [33], [39] propose solutions on what should be considered in a more concrete and
detailed way. The remaining 80% [21], [22], [35]-[38], [40]-[45], [23], [46], [24], [26], [27], [29]-[31], [34] of
the analyzed studies, propose non-specific or high-level solutions for the adoption of DevOps in development
companies of Even software, most describe the experience of adopting DevOps without proposing new
practices. Some of them (56%) [21], [22], [40]-[43], [24]-[26], [31]-[35] highlight the benefits and challenges.
Likewise, 60% [23], [25], [37], [40], [43], [45], [46], [26], [27], [29], [30], [32]-[34], [36] of the studies suggest
some process elements that could be considered for the adoption of DevOps. The remaining 40% [24], [27]-
[33], [35], [46] mention some technological tools that could support DevOps practices. Both the benefits,
challenges, tools, elements of processes identified, among other aspects identified in the analyzed literature can
be consulted in greater detail in [1].

From the results obtained with the analysis of the literature, it is possible to observe that the proposals found
are focused on supporting specific practices such as continuous integration, continuous deployment, and their
automation. However, the proposed solutions are not very detailed and do not include different perspectives
such as: architecture, culture, people, processes, tools, or other processes such as: continuous monitoring,
guality, among others. Regarding the process elements suggested in the literature and related to DevOps, it
could be observed that they are not clear, are not very detailed and there is ambiguity, e.g.: some of them are
mentioned but not documented or described in detail, even the definitions in most cases are incomplete and
confusing compared to other proposals. On the other hand, it was possible to note that most of the studies do
not suggest the essential or complementary roles and responsibilities to support the performance of the proposed
activities, tasks, or practices, nor is there clarity about the artifacts or objectives to be followed. Likewise, the
solutions proposed mostly respond to the experience of the authors, however, a detailed analysis of the existing
literature is not evidenced in them. In addition, there was also no evidence in the analyzed literature, a detailed
analysis about the improvement in productivity achieved through the application of DevOps in the case study
companies.

3. DevOps Model

The proposed DevOps Model is composed of four elements, the first one describes four values related to:
automation, collaboration, measurement and communication. The second suggests 12 principles adapted from
the Agile Manifesto. The third describes 18 practices, 12 fundamental and 6 complementary. Finally, the fourth
element proposes 4 dimensions that allow categorizing the proposed practices, the suggested dimensions are:
People, Culture, Processes and Tools. The four proposed elements are described below. These elements were
proposed following the process: (i) characterize the process elements as well as activities, artifacts, roles, tools,
among others, proposed in the literature (see the revision systematic mapping presented in [1]); (ii) design a set
of fundamental and complementary practices from the literature found, (iii) analyze and adapt agile values and
principles; (iv) establish a set of dimensions to group the practices; (v) establish relationships between: values
and principles, principles and practices, and practices and dimensions; and (vi) evaluate the proposed elements
and relationships established from a focus group made up of DevOps experts. It is important to mention that the
proposal was constantly evaluated through the guidance of the DevOps experts who participated in this project
(first and last author).

3.1. Values

Currently, software development companies seek in their processes to accelerate the delivery of value without
diminishing the quality of the products / services they develop (value can be defined as the benefit in monetary
/ financial terms that an organization can receive for the expenses incurred and manage investment), which is
why they have begun to implement agile frameworks [3], e.g.: Scrum [47] and Scrumban [48], among others.
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Frameworks in which we find agile values as a key element, which represent the main attributes that a software
development process must have to be considered agile according to what is defined in the Agile Manifesto [49],
following this structure; and with the objective of promoting and informing the importance of DevOps, four (4)
values are proposed for DevOps; which are based on the agile values proposed in [49] and can be considered as
the natural evolution of these according to the current market needs 20 years after their definition.

The first value is related to automation (A); (i) it is essential to prioritize the automation of processes over the
realization of manual processes whenever this results in improvements to the work team and task optimization,
in short; everything that can be automated must be automated. The second value is related to collaboration (C);
(i) teamwork is key, although there are different roles or work areas, any action taken by one individual will
benefit or affect another. The third value is related to measurement (M); (iii) continuous improvement is only
achievable when continuous data is generated that allow better decisions to be made. The fourth and last value
is related to communication (Co); (iv) communication and transparency is required at all levels of the
organization and with the client.

3.2. Principles

The principles are the second element defined in the DevOps Model, they establish the general rules or standards
that should guide the actions of software organizations within the framework of a software development process
that includes the use of DevOps. The definition of the proposed principles for DevOps are based on the
principles defined in the Agile Manifesto [49]. Table 1 shows the principles proposed for the DevOps Model
which adapts and adopts the agile principles defined in [49]. Although most of the principles were rewritten, it
is possible to observe the exception in principles 1 and 7; since for DevOps the construction of functional
software that satisfies the needs of the client with increasingly early and continuous deliveries; it remains the
main measure of progress.

Table 1. Principles proposed for the DevOps Model

# DevOps Model’s principle proposed

Our highest priority is to satisfy the customer through early and continuous delivery of valuable software.

2 Any change in the requirements at any stage of development must be known and agreed upon jointly with
representatives from all areas of work.

3 Any artifact of code that passes the defined tests must be available in production in the shortest possible time.

4 Those responsible for business, developers, and infrastructure; they work together on a daily basis throughout
the project.

5 Projects are developed around motivated individuals. It is important to guarantee the environment and support

they need, provide them with tools that allow them to automate their processes and entrust them with the

execution of the work [49].

The most efficient and effective means of communication should always be sought among all team members.

Software that works is the main measure of progress [49].

8 The higher the speed of deliveries in production, the faster the reception of feedback and the possibility of
improvement.

9 The team must have the knowledge and skills necessary to adapt to changes quickly.

10 Try to automate as many processes as possible.

11 The skills and vision for each individual in the work team must be harnessed for the construction of better
architectures, requirements and designs.

12 All learning must be documented and communicated. This allows you to adjust and refine your team's actions.

=

~N o

3.3. Dimensions

Dimensions are the elements in the DevOps Model that characterize each of the activities, roles, products,
practices, and tools required for the effective implementation of the principles and values proposed for DevOps.
The definition of the dimensions takes into account the classifications proposed in other works as well as [42],
[27] and [33]. Next, Table 2 presents a dimension identifier, the name of the dimension, its description, and the
associated symbology for its association with other elements of the proposed model.
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Table 2. Proposed DevOps dimensions

Description
This dimension relates the technological tools that support the processes, practices,
tasks, or products developed within the framework of software development in all its
phases under a DevOps approach.
This dimension relates the entire set of policies, organizational structures, procedures,
purposes, objectives, and work products required throughout the life cycle of a software
product that must be considered to the adoption of DevOps.
This dimension takes account aspects related to knowledge, ideas, traditions, and
customs that characterize an organization, specifically an organization dedicated to the
development of products in the software industry.
This dimension refers to the entire set of characteristics at the level of the individuals
that make up a work team.

# Dimension
Tools (T)

[35Y

N

Processes (Pr)

w

Culture (C)

SN

People (Pe)

3.4. Practices

Table 3 presents the 18 practices suggests by DevOps Model, of which 12 are proposed as essential, i.e.: their
implementation is required to comply with most of the principles defined in the model. It is possible to define
a practice as the performance of an activity continuously to increase engineering skill according to some rules.
In addition, it suggests 6 additional practices that are presented as complementary (can be recognized by having
an “*” at the end of their name), they require a greater investment on the part of the organizations. As can be
noted, each of these practices is grouped into one or more of the proposed DevOps dimensions, in which many
of them are related to people (Pe) dimension (16 related practices), which suggests that a development process
based on DevOps must be people centric. Second are the dimensions of tools (T) and processes (Pr), with a total
of 15 each, reflecting the importance of processes and tools. Finally, the culture (C) dimension is linked to 7
practices. Due to space limitations, information such as: purpose, specific objectives and expected artifacts can
be consulted in greater detail at: https://bit.ly/36bWjzH.

Additional to that, using the GQM approach [50], it was possible to establish objectives and from these define
and establish questions and metrics to support the evaluation of fundamental practices. Questions and metrics
associated with the 12 fundamental practices proposed in the DevOps Model can be consulted in
https://bit.ly/3x7nlgL and https://bit.ly/3JhsQpc, respectively.

Table 3. Relationship between practices and dimensions

Id. Name Description Dimensions
T Pr C Pe
1  Continuous Software development practice that requires developers to embed code in a
Integration (ClI) shared repository many times a day [24]. Each new version of the project is + + +
then verified using an automated build, allowing teams to detect bugs more
easily and quickly [24].
2 Continuous Practice that allows developed source code that has passed all validation tests
. : . . + o+ +
Delivery (CD) to be ready for a pre-production environment as soon as possible.
3 Continuous Testing This practice incorporates continuous, pre-programmed, and automated code
(CT) testing as the application code is written or updated. These tests can speed the  + + +
delivery of code to production.
4 Requirements Practice related to requirements management in tools to make it easier to track, + + +
Management (RM) test, analyse, visualize, and communicate project requirements to stakeholders.
5 Data Management Practice related to selecting, obtaining, maintaining, and using data safely and
- + o+ +
(DM) efficiently.
6  Security Monitoring Practice related to integrating testing and security controls into daily QA, + + +
(SM) operations, and development work.
7  Strategic Direction Practice in charge of mobilizing people and resources towards the use of
(SD) DevOps environments, making things happen without overvaluing the benefits + +
that the tools can offer to work teams, generating action within the
organization.
8  Configuration The practice of controlling and managing changes to software using version + + +
Management (CM)  control tool in a standard and repeatable way.
9  Continuous The practice of proactively monitoring, alerting, and acting in key areas to
Monitoring and provide teams with visibility into application health throughout the lifecycle + + +
Observability of a software product.
(CMO)
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Id. Name Description Dimensions
T Pr C Pe
10 Education around Practice that drives better software delivery and organizational performance. + +
DevOps (EaD)
11  Continuous Practice in charge of permanently maintaining the socialization and / or
feedback and documentation of the work team's learning. + +
innovation (CFI)
12 Measurement of Practice that allows to measure the capabilities that drive the delivery of
Culture (MC) software and organizational performance to determine improvement actions + +
and continuous improvement.
13  Continuous Practice that strives to automate the deployment of software to production + + +
Deployment (CD)*  environments with minimal human intervention.
14 Infrastructure as Practice in charge of automating the provisioning of the infrastructure
Code necessary for the construction of a software product at any stage, using
L R . + +
(1aC)* descriptive or high-level languages to code more versatile and adaptable
implementation and provisioning processes.
15 Privileged Access A practice that integrates policies, processes, and tools to protect, manage, and
Management monitor access, users, and privileged credentials. + + +
(PAM)*
16  Continuous Practice that facilitates learning new skills, cross-team collaboration, systems
. L. . + + +
Learning (CL)* thinking and knowledge continuously.
17  Continuous Practice in charge of motivating the participation and generation of new ideas
Experimentation independently, writing and changing specifications during development, being + o+ +
(CE)* willing to experiment.
18 Work Satisfaction Positive emotional state of the staff regarding the company and the work + +

(Ws)*

carried out in it.

Acronyms used: T (Tools), Pr (Processes), C (Culture), Pe (People), more information about the proposed dimensions can be
consulted in section 3.1.

3.5. Relationship between values, principles, and practices

The relationship between the proposed DevOps fundamentals practices, principles and values is presented table
4, which shows the relationship of each of the suggested values and their relationship with each of the twelve
proposed principles. Likewise, Table 4 also shows the relationship of DevOps principles and the fundamental
practices that embody them.

Table 4. Relationships between values-principles and principles-practices

Values Practices
1 2 3 4 bpP 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
A C M Co Cl CcD CcT RM DM SM SD CcM CMO EaD CFI MC CD laC PAM CL CE ws
n n 1 + + + + +
ANRAN 2 + + + + + + +
n 3 + +
n n 4 + + + + + + + + + + + + +
A 5 + + + +
n 6 + + + +
n 7
A A 8
n 9 + + + +
n 10 + + + + +
n 1 + + + + +
AN 12 + + +

Acronyms used: A (Automation), C (Collaboration), M (Measurement), Co (Communication), DP (DevOps Principles), the acronyms
for the practices can be consulted in Table 3.

4. Case Study Evaluation through

The evaluation of the DevOps Model was carried out through its application in a software development
organization as a case study, for this, the guidelines established for carrying out case studies in [51] were
followed. The following subsections describe the case study in terms of its: design, study subject, execution of
the evaluation and data collection, analysis of results, validity analysis and study limitations.

226



PEN Vol. 10, No. 3, June 2022, pp.221-235

4.1. Design

In order to conduct the case study, the following research question was defined: Is the DevOps model suitable
(useful and practical) to support the evaluation of software enterprises processes based on the elements it
suggests? From this research question, the following research sub-questions were defined: (i) Does the DevOps
Model contain the necessary elements to evaluate the DevOps approach? (ii) Is the effort invested by a software
company for the application of the DevOps Model suitable? and (iii) Does the proposed solution allow software
companies to obtain reliable information that serves as a basis to improve the implementation of DevOps in
their processes? With these questions, we sought to discover if the DevOps Model adequately fulfills its main
function, if it is of practical use and if it is adequate according to the reality of companies that use a DevOps
approach. In addition, taking into account the classification presented in [51], the design of this case study was
holistic with a unit of analysis, which corresponded to the application of the proposed model in an organization
dedicated to software development. The measures used in the study were: the opportunities for improvement
identified through the DevOps Model and the metrics defined from the elements defined in it, the effort required
to generate a diagnosis using the DevOps Model and the defined metrics, and the benefits perceived by the
organization in relation to the DevOps Model.

4.2. Subjects and analysis units

For the case study, a software development company was selected, whose name will not be revealed for reasons
of confidentiality, but it can be indicated that it is international in scope (LATAM), it has 1.300 employees and
32 years of experience in the industry. To date, its key focus areas are on the production and maintenance of
services in the accounting area and as a provider of electronic invoicing services. Regarding the models and/or
standards implemented in the organization, the use of agile practices of the Scrum framework, the ShapeUp
methodology and the adaptation of the Spotify tribes model stand out. The criteria that were taken into account
on their selection were: (i) a software development organization, (ii) the organization has practices associated
with DevOps previously implemented and (iii) the organization is interested in evaluating and finding
opportunities for improvement in its processes and aspects related to DevOps.

The case study was made up of the following participants: a research team made up of three people and the
company's Vice President of Engineering (VPE). During the execution of the case study a total of seven people,
selected from the case company because from his role in the company he is related to activities related to the
management, configuration and use of automated processes. Regarding the research team, it was organized as
follows: an advisor, who supervised the preparation of: (i) the evaluation instruments and (ii) how to analyze
and summarize the information produced by them, and two researchers, who oversaw reviewing the quality of
the work, as well as reviewing the technical reports and the scientific method applied in the case study. The
advisor will also carry out the evaluation in the case study company, as well as provide the necessary advice.

4.3. Field procedure and data collection

The field procedure used was PvalCOMPETISOFT presented in [52], which allowed the collection of
information during the execution of the case study. The activities carried out focused mainly on: (i) evaluation
planning, (ii) evaluation execution and data collection and (iii) generation and reporting of results. A detailed
description of the activities carried out is presented in the following sections.

4.3.1. Evaluation planning

In order to plan realization of the case study, a first telephone contact was established with the VVPE of the
organization in order to expose the objective of the study, the activities to be carried out, clarify doubts,
characterize the organization and set a date to hold the meeting to start the study. After this first contact, a date
and time was defined to hold a meeting remotely and synchronously using the Google Meet tool, which lasted
one hour and was developed with the following agenda: presentation of the project and the research team,
general presentation of the DevOps Model reference model, general presentation of the DevOps Assessment
Model, assignment of roles, evaluation schedule and delivery of the evaluation instrument and supporting
documentation.

4.3.2. Evaluation execution and data collection

The advisor selected 7 collaborators representing different key areas in the process of adopting DevOps practices
in the company, the roles selected by the evaluator according to the positions of the company were the following:
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Vice President of Engineering (VP of Engineering), Technical Lead (Tech Lead), Site Reliability Engineering
(SRE), Site Reliability Engineering Tech Lead (SRE Tech Lead), Technical Lead Architect (Tech Lead Arg),
Quality Assurance Automation (QA Automation) and DevOps Engineer. The selection of several participants
in the assessment process was carried out with the objective of making assessments from different points of
view, as well as identifying individual and general perceptions about the processes of adopting DevOps practices
and for which the companies are responsible. selected people. Then, the questions of the assessment instrument
provided in Google form format were answered, which allowed each question to be answered Yes or No
depending on the individual perception of compliance or not with the activity, likewise, there was a space to
add comments. The approximate time required for the evaluation was variable for each of the collaborators
involved. Table 6 shows a summary of the times invested by each role.

Table 5 shows the distribution and percentage of the degree of individual and general compliance with each of
the twelve fundamental practices proposed in the DevOps Model, as well as the value of the corresponding
degree of compliance according to the scale defined based on the standard 1SO/IEC 15504 since this supports
the process according to the qualification of the process elements. Therefore, values are expressed on a discrete
scale as follows: NA for Not Achieved (range 0% to 15%), PA for Partially Achieved (range 16% to 50%), LA
for Largely Achieved (range 51% to 85%) and FA for Fully Achieved (range 86% to 100%). As can be seen in
the evaluation carried out, the twelve fundamental practices evaluated obtained a high level of compliance in
the organization, with the practices: Continuous Testing (CT) and the practice related to Education around
DevOps (EaD) (see practice 10 in Table 3) being the lowest. compliance, with 67% each. The practice
continuous delivery (CE) was the one with the highest degree of compliance, with a completely achieved
(100%). In Table 5 it is also possible to observe the degree of general compliance with each of the principles
previously defined in Table 1 and that are part of the DevOps Model, it can be observed that each of them is
above 80%, which defines a degree of compliance Largely Achieved (LA) according to the defined scale.
Principles 7, 8 and 12 reached a degree of compliance Fully Achieved (FA) by exceeding the threshold of 86%.

Table 5. Degree of compliance with fundamental practices and principles obtained in the case study

. Val VvVal Vval Vval Val Val Principles

# Fundamental practice c1 C2 c3 ca cs5 c6 TPa DoC m TPr

1 Continuous Integration (CI) 100 100 86 86 71 86 88 FA 1 82.1
2 Continuous Delivery (CD) 100 100 100 100 100 100 100 FA 2 81.4
3 Continuous Testing (CT) 88 88 100 63 13 50 67 LA 3 82.3
4 Requirements Management (RM) 100 100 100 100 50 75 88 FA 4 83.7
5 Data Management (DM) 88 75 75 75 75 75 77 LA 5 80.6
6 Security Monitoring (SM) 83 100 83 100 100 67 89 FA 6 82.1
7 Strategic Direction (SD) 100 75 100 100 50 75 83 LA 7 86.6
8 Configuration Management (CM) 100 100 50 75 50 50 71 LA 8 86.0
9 (Cé)l\r}ltgl)uous Monitoring and Observability 67 100 100 83 83 67 83 LA 9 79.5
10  Education around DevOps (EaD) 100 100 100 0 50 50 67 LA 10 817
11  Continuous feedback and innovation (CFI) 100 100 100 100 100 50 92 FA 11 849
12 Measurement of Culture (MC) 100 100 100 67 100 33 83 LA 12 875

Acronyms used: ValC#: Valuation registered by collaborator; TPa: Average valuation of the company by practice; DoC: Degree of
Compliance; TPr: Average valuation of the company by principle. The values are given in percentage.

Figure 1 shows the degree of general compliance with each of the dimensions defined in the DevOps Model. It
can be seen as the four dimensions (tools, process, culture, and people) are at a LA level, with the People
dimension being the one with the highest percentage of compliance with 83.7% and the dimension of processes
with the lowest percentage of compliance with 81.4%. Figure 1 also shows each of the values defined in the
DevOps Model and the degree of compliance achieved by the company according to the data recorded. It can
be seen as all the values have a LA degree of compliance, where the Measurement in DevOps value has the
highest compliance percentage with 85% and the Automation and Collaboration values have the lowest
compliance percentages with an 83%.

Based on the data obtained and applying the respective metrics (questions and metrics associated with the 12
fundamental practices proposed in the DevOps Model can be consulted in https:/bit.ly/3x7nlgL and
https://bit.ly/3JhsQpc, respectively), a percentage of 84% was obtained in the degree of implementation of
DevOps according to the elements defined in the DevOps Model, which categorizes the case study company to
a widely reached degree. In addition, as part of the work product called the evaluation report, 8 opportunities
for improvement were identified regarding the fundamental practices evaluated based on the DevOps Model,

228



PEN Vol. 10, No. 3, June 2022, pp.221-235

these can be consulted through the following link: https://bit.ly/3uRTTn2. The results obtained allow the
company to carry out the definition of a general improvement plan that allows improving its set of DevOps
implementation practices.

85,5%
[ Dimensions
- Values

84,6%

83,7%
83,7%

82,8%

Compliance percentage

1 82,3%

81.9% 82,1%

| 81,4% [

Tools - Automation Process - Collaboration Culture - Measurement People - Communication

81%

Dimensions & Values

Figure 1. Degree of compliance with DevOps dimensions and values
4.3.3.  Analysis of results

4.3.3.1. Effort and cost

Table 6 presents the effort and cost related to the execution of the case study, considering the roles involved in
the process and the time dedicated to each of the activities and roles performed during the DevOps Model
assessment process carried out in the company. The activities considered to calculate the effort were the
following: (1) planning of the assessment, (2) execution of the assessment, (3) activity of clarifying doubts and
(4) activity of generation and socialization of results. The roles were Vice President of Engineering (VP of
Engineering), Technical Lead (Tech Lead), Site Reliability Engineering (SRE), Site Reliability Engineering
Tech Lead (SRE Tech Lead), Technical Lead Architect (Tech Lead Arq), Quality Assurance Automation (QA
Automation) and DevOps Engineer. Regarding the costs, the average values per hour in US dollars of the roles
involved were used as a reference according to the rates defined in [53]. Likewise, the number of minutes used
to carry out the activities was considered. Considering in this case, from Table 6 it can be thought that the
assessment process carried out is not expensive and is applicable to both small and large companies that want
to start building DevOps adoption processes and/or want to assess the current state of its processes to
subsequently start the construction of improvement processes with greater complexity. The calculated cost is
related to the evaluation only of the fundamental practices, dimensions, values and principles defined in the
DevOps Model, according to this, the effort and cost of applying the DevOps Model is relatively low given the
value that this generates for the organization, this is partly due to factors such as: (i) the valuation instrument
can be filled out quickly if you have the required knowledge and information and (ii) any negative effect or
considerable overload in the daily activities of the people involved. Additionally, metric results are quickly
calculated from the generated spreadsheet.

Table 6. Effort and cost of the assessment process in case studies

Time spent on scheduled activities measured in minutes Average hourly Total
Generation cost per role cost per
Roles Assessment | Assessment | Clarification and Total effort by (US dollars) role (US
planning execution of doubts socialization role according to dollars)
of results [53]
VP of Engineering 55 10 2 20 82 72.13 98.57
Tech Lead 0 7 0 0 7 19.74 2.30
SRE 0 7 0 0 7 40.15 4.68
SRE Tech Lead 0 20 0 0 20 40.15 13.38
Tech Lead Arg 0 7 0 0 7 72.36 8.44
QA Automation 0 90 0 0 90 25.94 38.91
DevOps Engineer 55 120 0 0 175 47.69 139.1
Total 110 261 2 20 388 minutes 305.38
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Once the process of generating and socializing results was completed, a survey was conducted with the
participant who assumed the role of evaluator, to know how their general perception of the process carried out
regarding the understandability, usefulness and practicality of the DevOps Model and DevOps Assessment.
Model. For the information capture process, there was a rapporteur who was the person in charge of taking note
of the observations and comments made by the focus group participants. In addition, as a complement to the
observations made by the participants, they were asked to answer a questionnaire presented in Table 7 at the
end of the session to discuss the proposal. As can be seen in Table 6, the survey was structured in two parts as
follows: the first part of the questionnaire allowed collecting information from each participant through the
questionnaire, which was focused on knowing the opinion of the participants about the proposal. The survey
consisted of fifteen questions organized as follows: first 13 questions were designed to be answered using a 5-
point Likert scale: Very Unsatisfied (VEU): Value (1); Little Satisfied (LIS): Value (2); Something Satisfied
(SOS): Value (3); Satisfied (SAT): value (4); Very Satisfied (VES): value (5). The questions asked made it
possible to measure the comprehensibility (4 questions), applicability (1 question), suitability (3 questions) and
completeness (2 questions) of the proposed model. Questions were also defined that measured two variables at
the same time, which were: suitability and completeness (1 question) and suitability and applicability (2
guestions). Finally, 2 open questions were included that allowed participants to propose adjustments to the
model and make additional comments.

Table 7. Evaluation questionnaire
Aspect Id Question

Understandability Q1 Do you find the proposed DevOps values easy to understand?
Q2 Do you find the proposed DevOps principles easy to understand?
Q3 Do you consider that the proposed dimensions are easy to understand?
Q4 Do you consider that the proposed practices are easy to understand?
Applicability Q5 Based on your experience: Do you consider that the elements defined in the
reference model are appropriate and can be applied successfully in a software
development project?
Suitability Q6 Do you think the proposed values capture the core essence of DevOps?
Q7  Based on your experience: Do you consider that the principles defined for DevOps
are appropriate and do they correctly interpret the current dynamics of the Software

industry?

Completeness Q8  Based on your experience: Do you consider that the principles defined for DevOps
are sufficient?

Suitability/ Q9 Do you think that the dimensions defined for DevOps correctly group the defined

Completeness principles and practices?

Suitability/ Q10 Do you consider that the proposed fundamental practices are appropriate and can

Applicability be successfully applied in a software development process?

Suitability/ Q11 Do you consider that the proposed complementary practices are appropriate and

Applicability can be successfully applied in a software development process?

Completeness Q12 Do you consider that the proposed practices are sufficient for a DevOps adoption
process?

Suitability Q13 Do you consider that the proposed model is useful as a reference for improvement

projects that aim to define processes related to DevOps?
Open questions
Q14 Do you consider that elements (values, principles, dimensions, or practices) of the proposal should be
added, eliminated, or modified?
Q15 Do you have any additional comments about the proposed reference model?

Once the focus group was held, the analysis of the contributions made by the participants in the debate session
of the proposal and the results of the evaluation questionnaire filled out at the end of the session was carried
out. Figure 2 shows the consolidated results for questions 1-13. According to the previous results, it can be
observed that the participants had a favorable opinion about the understandability, applicability, suitability, and
completeness of DevOps Model. However, with questions 4, 5, 7, 8, 10, 11 and 13, favorable responses were
not evidenced by some participants, and they were considered to carry out improvement actions on the proposed
model. Questions P14 and P15 allowed participants to propose adjustments to the model and make additional
changes.
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Figure 2. Consolidated answers to questions p1-p13

The opinions and suggestions were considered to make improvements on the proposal, these were related to: (i)
it was suggested that some complementary practices such as continuous deployment become fundamental,
however, this change was not made because this practice requires adopting automation tools and activities,
which require a higher level of training so that minimal human intervention occurs for the deployment process.
For this reason, only the practice of delivery and continuous integration is specified as a fundamental practice,
which allows obtaining good results in the deployment in a manual and non-automated manner; (ii) add a
practice of continuous tests, this practice was added indicating when to apply this but leaving the freedom of its
definition and detail to the companies; (iii) It is suggested that the “security supervision” practice be
complementary, however, this suggestion was not adopted due to the fact that DevOps favors the
implementation of highly productive environments and due to the increase in the speed of putting a product into
production or service cannot be skimped on security aspects; and (iv) add a practice related to shift left, this
change only required a little more detail on the practice of continuous tests, it is the company that must decide
how to implement its operational processes incorporating practices such as shift left or shift right.

4.4. Validity analysis

Different elements have been considered to better manage the threats and allow the validity plan to be carried
out, for example, both the design and the data collection plan were carried out through checklists proposed
especially for case studies in Software Engineering, see [54]. Construct validity, internal and external validity,
and reliability are presented below:

e Construct validity: In order to maintain the validity of the construct and its traceability, different
resources were used to manage the evidence that was generated, e.g.: surveys, interviews and
documentation. The evidence was obtained from the meetings held, which were carried out in the
activities described in the field procedure. Likewise, to preserve the validity of the construct so that the
measurements obtained in the study represent the aspects that are really to be measured and are
consistent with the research questions, an initial meeting was held where the project was contextualized,
explaining the model of reference and the valuation method, the work plan for the case study and the
existing concerns were resolved. Additionally, detailed supporting documentation was provided for the
evaluator so that he could delve into the proposal and answer any questions that might arise along the
way.

o External validity: It is not possible to generalize the results of the case study, since it was only carried
out in a company with characteristics that may be particular to the business model and position in the
Latin American market with respect to other companies. However, it is possible to replicate this study
in software organizations, as long as the suggested selection criteria are followed: software company
that uses processes related to DevOps, that uses the established field procedure and data collection
process.

e Reliability: To achieve independence between the results obtained and the researchers who carried out
the case study, the following activities were defined: (i) definition of the criteria for the selection of the
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study subject, (ii) definition of the field procedure and data collection, (iii) elaboration of detailed
documentation of the reference model and its assessment model to be used by the organization in the
case study, and (iv) permanent support to the evaluator and case study participants during the
assessment. execution phase.

4.5. Study limitations

The limitations found in carrying out this case study are related to: (i) due to the application of the case study
in a single software development company, the ability to generalize the results obtained is impossible, for which
it is done its application in more software development companies with diverse characteristics is necessary, and
(i) there is a possible bias in carrying out the case study regarding the subjectivity of the evaluator in the
application of the assessment instrument and the possible subjectivity in the interpretation of the results by the
research team.

5. Conclusions and future work

This paper presented a reference model to clarify, support, and encourage the implementation of DevOps-related
values, principles, dimensions, and practices in the software development industry. The presented model aims
to provide a clearer, more documented, and detailed view of the elements that must be considered to adopt
DevOps. The elements defined in DevOps Model emerged from a systematic review of the literature presented
in [1]. Likewise, the reference model is flexible, so that it can be adapted and enables the creation of processes
and indicators according to the characteristics and needs of organizations related to the software industry that
wish to advance DevOps adoption processes.

DevOps model has been proposed with the aim of reducing the ambiguity and misunderstood that could arise
during the implementation of DevOps in software organizations, and therefore, facilitate its understanding,
adoption, evaluation thanks to the detail that has been incorporated in each of the proposed elements and
formalizes the appropriation of concepts. Likewise, a close relationship between agility and the proposed
elements has been incorporated through the definition of a set of values and principles for DevOps. Likewise,
it clarifies which practices contribute to a correct and clearer implementation of DevOps, describing in detail
for each of them attributes such as: name, description, purpose, specific objectives and expected artifacts.

Has been carried out the application of DevOps Model in a software development company as case study, where
from the results obtained it has been possible to observe that its application was satisfactory. The application
was carried out by means of PvalCOMPETISOFT, which allows to clearly establish the field procedure
regarding the activities and steps to be considered during the evaluation and identification of improvement
opportunities to be considered when applying our model in the case study company. During the case study, a
perception instrument focused on knowing the opinion of DevOps experts regarding the understandability,
applicability, suitability, and completeness of the DevOps Model was applied. Likewise, the instrument allowed
collecting opinions that were taken as opportunities for improvement. Based on the suggestions and comments
of the participants, the adjustment, improvement and generation of a new version of DevOps Model was carried
out, which is presented in this paper. On the other hand, it was possible to show that in a generalized way there
was a very good acceptance of DevOps Model by the participants, who coincide in recognizing the value and
importance of the proposed model and recommend using it as a reference in the software industry. They also
suggest that these types of solutions in the DevOps field should be maintained to better guide efforts related to
the adoption of DevOps in the agile / traditional development industry.

Part of the future work will focus on extending the reference model for DevOps through the incorporation of a
set of questions based on the specific objectives of the proposed practices and the definition of possible metrics
that allow measuring the level of implementation / adoption of DevOps in a software company. This will expand
the capabilities of the DevOps Model, as well as enable continuous process improvement in the industry
regarding DevOps. As part of the extension, it is expected to incorporate companies as case studies that allow
to continue adjusting, refining and validating the proposal.
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