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ABSTRACT

Wireless sensor networks (WSNs) are formed of self-contained nodes of sensors that are connected to one
base station or more. WSNs have several primary aims one of them is to transport network node's trustworthy
information to another one. As WSNs expand, they become more vulnerable to attacks, necessitating the
implementation of strong security systems. The identification of effective cryptography for WSNs is a
significant problem because of the limited energy of the sensor nodes, compute capability, and storage
resources. Advanced Encryption Standard (AES) is an encryption technique implemented in this paper with
three meta-heuristic algorithms which are called Hybrid Genetic Firefly algorithm, Firefly algorithm, and
Genetic algorithm to ensure that the data in the WSNs is kept confidential by providing enough degrees of
security. We have used hybrid Genetic firefly as a searching operator whose goal is to improve the
searchability of the baseline genetic algorithm. The suggested framework's performance that based on the
algorithm of hybrid genetic firefly is rated by using Convergence Graphs of the Benchmark Functions. From
the graphs we have conclude that hybrid genetic firefly with AES is best from other algorithms.
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1. Introduction

One of the most rapidly developing technologies in the data processing and communication networks fields
nowadays is wireless sensor networks. WSNs are made up of physically small nodes of sensors that
communicate with one another primarily about the surroundings [1] [2]. Security, energy efficiency, size,
scalability, energy efficiency, quality-of-service, processing power, and coverage and deployment are the
primary challenges in WSNs [3] [4]. Security is a big issue in the wireless sensor networks, which is one of
these challenges. Because the unguided data transmission medium is even more open to security attacks than
the guided data transmission, wireless networks are more exposed to numerous security risks. The importance
of secure data transmission via an unreliable channel is growing all the time. In order to secure wireless sensor
networks, they must provide all four security properties: integrity, confidentiality, availability, and authenticity.
In. WSN, cryptography is a very basic data security mechanism. In all aspects, such as power
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consumption, operating speed, and storage, it is best to select the most effective cryptographic method [5]. A
metaheuristic protocol is similar to a heuristic protocol, but it is considered to be more effective because no
compelled local lower limits are used. By running heuristic techniques across the search space, the metaheuristic
can acquire superior results, bringing out its best capabilities. There are various instances where the heuristic
method produces a solution that is sufficient. To identify better solutions, heuristic procedures rely on trial-and-
error, learning, and adaptability. It is impossible to demand the optimum solution in every situation, but a good
enough or optimal solution in a reasonable amount of time is acceptable [6]. When compared to other
approaches that can be expensive when computing resources are considered, heuristic methods are particularly
fast in computing [5 & 6]. The following are a few of the meta-heuristic protocols: The Firefly Algorithm (FA)
is a metaheuristic protocol that was lately constructed. A Genetic Algorithm (GA) is a type of heuristic algorithm
used in global search. It creates individuals who are dissimilar in order to determine the greatest potential
solution. In GA, optimized fitness function is a technique [7] [8].

2.  Material and methods
2.1. Wireless sensor network

Depending on the application, wireless sensors use a specific wireless protocol. 2.4 GHz radios based on
standards either of IEEE 802.11/Wi-Fi or IEEE 802.15.4 among the standards available. In the measuring field,
a sensor that is wireless is spread according to protocol [9] [10]. That sensor then runs in the background,
continuously, recording, monitoring, categorizing, and pushing the obtained data to a central place. Gateway is
the name of the central location [11]. The information gathered is recorded as numerical data. In addition, the
Open Geospatial Consortium (OGC) has established interoperability standards that make it easier to integrate
sensors into the internet and control them using a web browser [12]. To monitor the patient's health, these
sensors were placed near or inside the patient. Wearable devices, for example, can assist in the monitoring of
unwell patients within the hospital setting [13] [14]. Figure 1 shows an example for WSNs on the mine site.
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Figure 1. Deployment of WSNs on the mine site

2.2. Cryptographic technique

AES/Rijndael is a block cipher that is iterated, which means that the first input block and cipher key are
transformed several times before the output is produced. A State is the name given to each intermediate
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ciphering result [15]. The procedure of encryption appoint a set of key rounds, which are uniquely derived keys.
These would be implemented on data array that have one data block to be encrypted, along with other processes.
That array is referred to as the state array. The AES encryption method produces cipher text that is completely
indecipherable conversion, unreadable plaintext data, which is the version of data that people could understand
and read. The AES ciphertext, which is the result of the encryption process, couldn't be read unless a secure
AES key is being used to decipher it [16] [17]. Figure 2 shows work of AES.
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Figure 2. Working of AES

2.3. Genetic algorithm

Genetic Algorithm (GA) has been created by Holland J. and it is a model of biological evolution on the basis of
Charles Darwin’s nature selection theory [18]. The essential part of GA is formed from genetic operators such
as the crossover, mutation, and selection. Individuals are stochastically selected from the population to create
the basis of the next population. The fitter individuals have a more chance of selection than weaker one. To
select the best individuals, many ways of selection are used such as Roulette Wheel, Rank, and Tournament
Selections [19]. The crossover selects genes from parent, and creates a new offspring. Commonly, a process of
taking two parent genes is used, such as uniform, and two point crossover. After performing the crossover,
individuals are mutated. This process is to prevent falling into a local optima. Mutation changed the Genes of
the offspring randomly [20]. Figure 3 shows Gentle introduction to Genetic Algorithm.
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Figure 3. Gentle introduction to genetic algorithm
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2.4. Firefly algorithm

Xin-She Yang created the Firefly algorithm in 2008 [4], which is an algorithm of metaheuristic that bases on
fireflies' behavior, and the patterns of flashing. Regarding fireflies, Yang used the following hypotheses [21]
[22]: For a more complete description of the firefly optimization, we turn to Yang, X. S [4], who proposed the
firefly Pseudo code method [23] [24]. The fundamental steps of the firefly method are summarized in Figure 4.

* Because fireflies are unisexual, whatever firefly would be attracted with every other firefly [25].

* The less brilliant firefly would be attracted to the firefly that are brighter. However, as the distance between
the fireflies grows, the light intensity drops [26].

« If there is no nearby fireflies that are brighter, the firefly would be migrate randomly.
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fireflies using the objective
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Figure 4. Flowchart of firefly algorithm

3. Results and discussion

In this paper, we combine Firefly with AES, Genetic, and Hybrid between two algorithms to generate a solution
to the problems and improve AES technique using matlab program on 4GB RAM and Intel CORE i3 platform
specifications. The algorithm is tested on a datasets range to evaluate the recommended methods. These are
two-dimensional Euclidean distance databases. On each dataset, we repeated the experiment 40-times in order
to determine the minimum and the average length of the tour. The results have been compared to that of other
proposed algorithms. Figure 5 shows the length of the tour as a result of using our proposed method (Hybrid
genetic firefly with AES). In the majority of situations, combining hybrid genetic fireflies with AES creates
perhaps a better or competitive tour. For the data sets, the proposed approach produces better results.
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Figure 5. Average convergence graphs
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4, Conclusions

We used the Firefly Algorithm in this research paper. In conjunction with the AES technique, the genetic
algorithm and hybrid genetic firefly algorithm are used as a search operator. The proposed algorithm's main
goal was to improve the basic genetic algorithm's global ability of search and level of security in WSNs. The
suggested hybrid version of Genetic firefly algorithm with AES has addressed the majority of the problems that
were tested and evaluated its effectiveness according to convergence towards the recognized solutions that are
optimal of the benchmark’s function against GA.
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