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ABSTRACT

Data protection is representing a huge trade in the modern era; the vast communication development gave

this field increased attention from all sorts of parties (friends and foes); integral transforms have played a

decent role in many methods that are proposed to be used in the cryptography field.

In this work, the Jafari integral transform has been used as a part of a symmetric key system, by

implementing a practical example in encryption and decryption; Jafari integral transform has proven its

capability to be invested in cryptography and in the data security field in general.
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1. Introduction

Securing the data is representing the protection of data from the unauthorized parties to compromised that data
in any possible form (corrupting, changing, unauthorized access), many measures have been taken to secure
data during their transfer from one location into another, the most effective way to protect the information is
by transforming the transmitted information from its comprehensible form, that could be read and understood
by any party (authorized or unauthorized) into an illegible form that could be understood by the corresponding
parties only, this process is called cryptography.

The cryptosystems represent the infrastructure that would allow the cryptographic techniques to be
implemented; figure 1 represents the fundamental structure of the cryptosystem [1].
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Figure 1. Fundamental structure of cryptosystems
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In the cryptosystem, the party that would transmit the information (the sender), should encrypt the
information using an encryption algorithm and encryption key[2]; the resulted information that would be
transmitted through an unsecured channel is cryptic, the receiving party of the encrypted information
(receiver), should decrypt the information using a decryption algorithm and decryption key. The
encryption and decryption keys could be secret or public depending on the used cryptographic technique,
cryptosystems could be classified into [1]:

o Symmetric key encryption (secret key systems): this system is used in the classical and some modern
methods, where the same key that is known only to the engaged parties, is used for encryption and
decryption.

e Asymmetric key encryption (public key systems): this system is used in the most recent methods,
where different keys are used for encryption and decryption, modern systems often employ a
combination of both systems.

Integral transforms have been deployed in many scientific fields [3]. Data security is one of the fields that
exploited integral transforms, many cryptographic methods that are relied on integral transforms have
been proposed [4]. However, the novelty of Jafari transform has prevented it from being used in such an
important field, even though Jafari integral transform represents an excellent tool to be used in the
cryptography field due to its generalization format [5].

In this work, a new secret system cryptographic method, that is based on the usage of Jafari integral
transform, has been proposed and discussed through practical example, which shown the possibility of
using such promising new transform in the all-growing field of data security.

2. Jafari transform
The Jafari transform of the function f(t),t > 0,h(s) # 0 and g(s) being positive real functions, is given
by [1]:
J{E(D} = h(s) [~ f(De 8@t = R(h(s),g(s)) -
Where the integral exists for some g(s). It must be noted that Jafari transform for those f(t), which are not
continuously differentiable, contains terms with negative or functional power of g(s).
Supposing that for all t > 0, the function f(t) is a piecewise continuous, and satisfying |f(t)| < MeM* ,
then R(h(s), g(s)) exists vV g(s) > pu.

Since,

[IR(h(), 8))]| = [n(s) [Z, f()e 8 S%dt| < h(s) [, (D) ]e 8 de < h(s) 7, Mekte 8t <
Mh(s) , the statement is valid.

n—g(s)

The correspondence inverse Jafari transform is:

J7H{R(h(s),8(s))} = f(¥) .

Here, f(t) and R(h(s), g(s)) are called a combination of Jafari transform.

2.1. Jafari transform linearity property
The Jafari transformation is a linear transformation, the linearity property of the transformation can be
stated as [4]:

IfJ{f; (O} =R, (hl (S):g1(5)) Jif(0} =R, (hz (), 82 (5)), then

J{Kf1 (D) + Kf,(0} = K J{f; (0} + K, J{f,(D} = K4R; + K3R,
Where K, and K, are constants.

2.2.Jafari transform for some basic functions
For this work, it is going to be assumed that all the elementary functions (algebraic and transcendental)
and their Jafari transforms exist [2].
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10) J{tme"} =

I'(n+1) h(s)

N = e n >0

1y =22

e} = o 8(9) > 4.

Jsin(KD) = —=

Jeos(kD)} = £S5

Jisinh(KD)} = —=i2r

J{cosh(kD)} = E=ET0

W ©) = [5O3 - h(s) T 1" V().

i) = (55) RO, () and )7 {(32) R(n(9),8(9)] = 760
n'h(s)

(g(s)-K)m+t”

The proposed cryptographic methodology

The proposed cryptographic methodology includes the following:

The proposed method is belonged to the secret key systems, in which the encryption and decryption keys
are known only to the sender and the receiver[6].

The data that is processed in the proposed method is encoded in the extended ASCII code, where the total
number of symbols are 256 [7].

Jafari integral transform has been used at the sender side as a part of the encryption algorithm, and
inverse Jafari integral transform is used at the receiving side as a part of decryption algorithm.

3.1. Encryption algorithm

The following steps should be performed at the sender side, to transform the plaintext from its
readable form into illegible text (ciphertext). The resulting ciphertext is going to be transmitted
throughout an unsecured channel.

Step (1): The letters of the plaintext of length (N), are encoded into their equivalent decimal numbers
in the ASCII code.

Step (2): A finite sequence (G sequence) is generated from the ASCII code decimal encoding of the
plaintext letters.

Step (3): The G sequence parameters are used as coefficients into the polynomial, that is generated

r3 t4- r6t7 r8t9 ant2n+1

et
4! 6! 8!

243
from the mathematical formula: tcosh(rt) =t+ % + + =

s [20g2n+1
n=0 " (on)

2n!

Where, r is a random constant number r > 1, and must be agreed upon between the sender and the
receiver previously.
The G sequence polynomial would be:

r2t3 r3t4- r6t7 r8t9 rZnt2n+1
f(t) = Gtcosh(rt) = Gyt + Gl? + GZT + G3T + G4? + -+ GN_lW-l_ v =
N—1 r21’1t21’1+1
ano Gn (2n)! .
Step (4): Jafari transform is applied to the generated polynomial, as: J{f(t)} = J{Gt cosh(rt)}.
Step (5): Finding the decimal ASCII encoding of the ciphertext by applying the relation: C; =

M; mod 200, i=0,1,2,...,N — 1, where M; is the polynomial coefficients from step (4).
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3.1.1

The resulted decimal ASCII encoding of the ciphertext is returned back into their equivalent ASCII
symbols, to be transmitted through the unsecured channel[8].

Step (6): Calculating the decryption key, that would be sent into the receiver party through a secure

channel, using the formula: k; = % ,1=0,12,..,N—1.

Encryption example

To clarify the encryption algorithm of the proposed cryptographic mathematical model, the following
example is going to be considered.

Before starting the encryption algorithm, it is going to be assumed that the communicating parties,
agreed upon using 2 as the random number required for encryption, decryption, and the generation of
the decryption key; the random number and the decryption key are going to be transformed into the
receiving party through a secured channel[9].

Step (1): Let the plaintext that is required to be sent throughout the unsecured channel is:
ACADEMICS

The number of letters in the plaintext (plaintext length), N = 9.

The decimal ASCII codes encoding of the plaintext letters are:
A=65,=67,A=65,D=68,E=69,M=77,1=73,C=67,S=83.

Step (2): The plaintext finite sequence (G sequence) is:

Go =65,G; =67,G, =65,G3 =68,G4, =69,G5 =77,G¢ =73,G;, =67,Gg =83,G, =

0 forn=09.

Step (3): The G sequence parameters are going to be used as coefficients to the polynomial o
t cosh(rt), as:

=

r2nt2n+1 r10t11

f(t) = Gt cosh(rt) = ¥8_, G —Gt+G ot 6, b6 L6, 2 4G
() = Gteosh(rt) = Xn-o Gn — 5 = Got + Gy -+ Go -+ Ga -+ Gy -+ Gs — 7~ +
r12t13 r14—t15 r16t17
Ge 12! 7 141 8 16! !
253 3574 6~7 8+~9 10»11 1213 14,15 16517
f(t) = 65t + 672 + 65 + 682 + 692 + 7724 732" 4 672 2 4 g3 2
2! 4! 6! 8! 10! 12! 14! 16!

Step (4): Applying Jafari transform on both sides of the polynomial from the previous step, as:

I.223 r324 I.627 r829 r10211 r12213
I = 1650 + {67 5} + 1 {65 5} + {68 )+ 1{e0 T +1 {77 g+ {3 +
r14215 I.16217
]{67 14! }+]{83 16! }’
IO} = 65 h(s)+804h(s) 5200 h(s) , 30464 h(s) , 158976 h(s) , 867328 h(s) , 3887104 h(s)
(g()]2 = [g)]* [g(s)1® [g(s)]® [g(s)]*° [g(s)]*2 [g(s)]**
16465920 h(s) . 92471296 h(s)
[g(s)]*e [g(s)]*8
Step (5): Finding the required ciphertext from: C; = M; mod 200, such as:
Co = 65 mod 200 = 65. Cs = 867328 mod 200 = 128.
C; =804 mod200=4. Ce = 3887104 mod 200 = 104 .
C, = 5200 mod 200 = 0. C;, = 16465920 mod 200 = 120 .
C3 = 30464 mod 200 = 64 . Cg = 92471296 mod 200 = 96 .

C4 = 148976 mod 200 = 176.

The ASCII symbols that are equivalent to the resulted ciphertext decimal encoding from step (5) are:
A¢@;Chx'.
Step (6): The decryption key for the taken example can be obtained as:
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3.2.

3.2.1.

k=800 ok =0k, =4k, = 26,ks = 152, ky = 794, ks = 4336,k = 19435k, =

82329 ,kg = 462356.

Decryption algorithm

The following steps should be performed at the receiving side to transform back the received illegible
ciphertext into its original readable plaintext[10].

Step (1): The decryption key k;, and the random number r are delivered to the receiving end through a
secured channel, while the ASCII symbols of the ciphertext are delivered through an unsecured
channel.

Step (2): Encoding the received ASCII symbols, of length N, into a finite sequence of their equivalent
decimal ASCII codes (C;).

Step (3): The received decryption key is used to generate a sequence of coefficients for the
polynomial that would be used in the inverse Jafari transform.

The formula for generating the polynomial that would be used in the inverse Jafari transform is:

{_—j}é(:))]—};(_sgz =yN-2 [;(':)]hz(:iz , Where the coefficients M; could be found by: M; = 200k; + C;.

Step (4): The inverse Jafari transform would be applied on the generated polynomial from step (3), to
get the ASCII decimal codes of the plaintext.
The formula of applying inverse Jafari transform on the mentioned polynomial is: f(t) =
]—1{ N-1 M; h(s) }

[g(s)]?n*2
Step (5): The concluded coefficients from f(t) polynomial represented the ASCII decimal codes are
encoded back into their ASCII symbols, in which they would represent the original plaintext.

Decryption example

To clarify the decryption algorithm of the proposed cryptographic mathematical model, the following
example is going to be considered[11].

Step (1): The following random number and the decryption key have been received via secured
channel: r = 2 and k; fori = 0,1,2, ...,8 is 0,4,26,152,794,4336,19435,82329,462356.

And the following ciphertext received via unsecured channel is: A¢@;::Chx' .

Step (2): The finite sequence of the decimal ASCII encoding of the received ciphertext is: Cj =
65,1 =4,C5=0,C; =64,C, =176,C; = 128,C; = 104,C;, = 120,C5 = 96.

Step (3): Using the given key (k;) fori = 0,1,2, ...,8, the coefficients sequence is generated by:

{-_d} g©h() _ gN-1_Mah(s) oo M, = 200k, + C/ , fori=0,12,..8,

sJ[g(s)]2—22 — “N=0[g(s))2n+2”
M, = 65. M, = 867328.
M, = 804 . M, = 3887104 .
M, = 5200 . M, = 16465920 .
M, = 30464 . Mg = 92471296 .
M, = 158976.
—d s)h(s _1 Mjh(s 65 h(s 804 h(s 5200 h(s 30464 h(s 158976 h(s
Then, G {5} [gg((s;]z(—;z =Zn=0 [g(s)]z(nzz = [g(s)(]z) [g(s)](4) [g(s)](G) [g(s)]s( : [g(s)]w( :
867328 h(s) = 3887104 h(s) = 16465920 h(s) . 92471296 h(s)
O I g eI

Step (4): Applying the inverse Jafari transform on the polynomial generated from the previous step as:
_ My, h(s) _1 (65h(s) . 804h(s) A 5200h(s) & 30464h(s) , 158976 h(s)
O =7 (2N ) = 1 (B : : : :

g(s)]?2n+2 [g(s)]? [g(s)]* [g(s)]® [g(s)]® [g(s)]10
867328 h(s) = 3887104 h(s) = 16465920 h(s) = 92471296 h(s)}
[g(s)]*2 [g(S)]14 [g(S)]16 [g(s)]18 '
r10211 r12213 r14215 r16217
f(t)—65t+67—+65—+68—+69—+77 +73
10! 12! 14! 16!

Step (5): f(t) polynomlal coeff|0|ents WhICh are:
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Go =65,G, =67,G, =65,G3 =68,G4, =69,G5 =77,G¢ =73,G, =67,Gg =83,G, =

0 forn=>09,

represent the ASCII decimal encoding of the plaintext, and by encoding them back into their ASCII
symbols, the original plaintext (ACADEMICS ) is generated back.

4. Discussion and conclusions

In the Jafari integral transform, the general functions (h(s) and g(s)), in which could obtain any type of
functions (trigonometric, hyperbolic, exponential, etc.), gave the transform an immense value to be used in the
fields that required functions diversity in them [12]. Cryptography represents one of the most prominent
fields, where the ambiguity of the cryptographic methods to the adversary represents a substantial advantage
for the engaged parties [13].

A new cryptographic methodology using Jafari integral transform has been proposed, the proposed method
has a general nature, where it doesn’t use specific functions for encryption and decryption. To recognize the
applicability of the proposed methodology, a practical example that includes encrypting a plaintext using the
proposed encryption algorithm, then decrypt the resulting ciphertext has been applied, the results from the
application of the proposed cryptographical methodology proved the capability of using the novel Jafari
integral transform in the cryptography field to secure data [14].
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